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*# openssl md5 * > rand.dat
2. —N\—WEBEDIER
* # opensslgenrsa -rand rand.dat

-des3 1024 > key.pem
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* # opensslreq -new -Key key.pem
-OUt csr.pem

c LEIFHZE AT

CounfryName (2 letter code) [GB]:JP

State ar Province Name (fullname) [Berkshire]:Tokyo

Locality Name (eg, city) [Newbury]:Chiyodaku

Organization Name (eg, company) [My Company Itd] :JPI-Japan
Organizational Unit Name (eg, sectdon) | GEA )

Common Name (eg, your name or your server's hostname) [[:www.lpi.or.p
Email Address [|:info @lpi.or.jp

Please enter the following 'extra' attrbutes
to be sent with your certificate request

A challenge password [I: (FEA 1)

An opdonal company name [J:(#EA 7)
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1. /etc/pki/tls/openssl.cnfaimsE
cBZDT=DN\VITITEERT HERL
*# cd /eto/pki/s/

* # cp opensgl.cnf cpenssl.cnf.bak

2. L TOTZLEHRH
o dir
-././CA DS . IZEXH

e basicConstraints
~CA:FALSEIZ#Z>TW\%HDZE T RN TCAtruelZZE&E
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1. /etc/pki/tls/misc/CAZ#RE
e ZDNT=OINVITITEERTHERLY
-# cd /etc/pkiAlsmisc
-# cp CA CA.bak

2. U TOITHERE
e CATOP
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1. /root/CATAL O )E1ES
 # mkdir fo0c/CA

2. /root/CATALOM)IZ}ENIT S
e # cd frocz/CA

3. MBEMDZRIERTEET S
o # /etc/pkiflsmisc/CA -newca
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CountryName (2 letter code) [GB]:JP

State ar Province Name (full name) [Berkshire]:Tokyo

Locality Name (eg, city) [Newbury]:Chiyodaku

Organization Name (eg, company) [My Company Itd :LPI-Japan
Organizational Unit Name (eg, sectdon) [I:($EAZN)

Common Name (eg, your name or your server's hostname) [:ca.lpi.or.jp
Email Address [|:info @lpi.or.jp

Please enter the following 'extra' attrbutes

to be sent with your certificate request

A challenge password [: (JEA 7)

An opdonal company name [1:(ZEA 77)

Using configuration from /etc/pkifls/openssl.cnf

Enter pass phrase for ./aivate/./cakey.pem: (CAD/ARAIL—X%E A )
Check that the request matches the signature

Signature ok
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1. ssl.confafmiE
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* # vi etc/httpod/conf.d/ssl.conf
2. RE¥aAVMIL—FDETE

e DocumentRoot ~/var/www/html!”

3. YA FEEEA

==

EH—N\—HERED

=JL ==

X AE

e SSLCertificateFile /etc/httpd/conf/ssl.crt/server.crt

e SSL CertificateKeyFile
/etc/httpd/conf/ssl.key/server.key
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Mbridge-utils/ \' w5 — %A AM—JL

D) yOE—FTEHRETHIGEITHE
BRPMforgeZ{£ HAIHEIZT B

e F|[ElLhttps://rpmrepo.org/RPMforge/UsingZZ I8
Mopenvpn/ A\ r—F AU AL—)L

*# yum 1nstall openvpn
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BmakeDEITTA

>V AM—)LA[&E

e A A—)L5EELT/etc/openvpn/easy-rsaZzxig i€
*# cd /usr/share/doc/ocpenvpn-*/easy-rsa/2. 0/
*# make install DESTD IR=/etc/cpenvpn/easy-rsa

BARAN—)LDH

2 =J]

E ity

*# cd /etc/openvpn/easy-rsa/
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M /etc/openvpn/easy-rsa/varsMDIEIE
e export KEY_ COUNTRY="JP”
e export KEY PROVINCE="Tokyo”
e export KEY CITY="Chiyodaku”
e export KEY ORG="LPI-Japan”
e export KEY_EMAIL=info@Ipi.orjp

BCAD1ERK

*# source vars

*# ./clean-all

e # /build-ca
ECADFIRAENIE—

*# cp keys/ca.crt /etc/openvpn/
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m—/\—FEBAE DIFRL
*# ./buildkey-server server
e FYLUUNAT—FDHREIIAE
o ly/n]MEIMNT=6. yE A (2[H])
BH—/\—iIBAEZENatE—
*# cp keys/server.crt /ecc/openvpn/
*# cp keys/server.key /etc/openvpn/
*# chmod 600 /ecc/openvpn/server.key
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BDH/ NS A= DYERK

*# ./build-dh
BEDH/\TA—ANIE—

*# cp keys/dhl024.pem /etc/openvpn/
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Mopenssl.cnfD{EIE
e #[ pkcs11_section ]
e #engine_id = pkcs11

e #dynamic_path = /usr/lib/engines/engine_pkcs11.so
e #tMODULE PATH = $ENV::PKCS11 MODULE_PATH

e #PIN = $ENV::PKCS11 _PIN
e #init =0
BAE—DITAT7 U NERREDIERE TR ZE
* # ./ouildkey dummy
* # ./revoke-fulldummy
BECRLOOE—
* # cp keys/crl.pem /etc/openvpn/
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bE (SRR F ) Z 1Rk
* THMACT 747 —0+—IL1EBEIEN S
BY—N\—¢05A4T7 UM RICEZFE > TV
CEmMNITALLY
E:%H]L’.DL\"C(EJZV—:LT)I/U)——tIs—authU)Eﬂil_'ﬁ%’?
BMopenvpnad Y KIZ—genkeyZA T3> %D T
=17
* & openvpn —genkey —secret
/etc/openvpn fa.key
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B yDRERV)TROIE—
*# cp /usr/share/doc/openvpn-2.0.9/sample-
scrpts/lridge-st*
/etc/openvpn/
*# chmod +x /etc/openvpn/bridge-st*

Bbridge—start X 7) TR INSA—3DFRE

st
°ect

°ect

n_ip=_10.0.0.10"
h_netmask="255.0.0.0"

h broadcast="10.255.255.255"
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O

BEREI7AILDIE—

*# cp /usr/share/doc/openvpn-2.0.9/sample-config-
files/server.cont
/etc/openvpn/

BEZTET7AILDIEL

* TCPZ{E FF

stapT NARET )Y OE—RZEER
o SFBAERIR T 7ML IL/etc/openvpnT 4L IR IZER
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OpenVPNHY—/\—®) FA1

E

auh
XNd

# udpM HtcplTE R HAARTIRENT (A ERTDH)
F’rOt: tC(;’ #/etc/openvpn/ccdD I AT U RAEREI7AILESEBT 5
proto udp client—config—dir ccd
#devlLtap0&d 5,
dev tap0 HOAARNT ORENT
:dev tun client—to—client
_ duplicate—cn
IR EBRI7 AL DIEE . e
#5794 JLRCld/ete/opernvon/E S 1B tls—auth ta.key 0 ;H—/\—{BI[X0FEX*E
ca ca.crt
cert server.crt #T —E2Enobody ERTRITY S
key server.key user nobody

HDH/ S A—ADIE group nobody
dh dh1024.pem . . o
#0J 77 AIVFEIEWBEIZHECTERE

#H—/IN\N—DTRLAZEITaAANT IR status /var/log/openvpn-status.log
;server 10.8.0.0 255.255.255.0 log /var/log/openvpn.log

s . log— d /var/log/ |
#EDRDY, F—/ =T YIS DAV TIMESL EE o8 append fuarlog openvbn o8

server—bridge 10.0.0.10 255.0.0.0 10.0.0.50 10.0.0.100 L X
#CRLOD B FNLERE BN

crl—verify crl.pem
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1. TV DER
*# cd /etc/openvpn
*# ./bridge-start

2. TNy DiER

*# rct]l show
—eth0&tap0h brOl 2 EfRSN TLNS & FERE
* # ifconfig

3. OpenVPNY—/\—®D#C &)
*#f service openvpn sart
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MOpenVPNISA T RDAAR—IL
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BOpenVPN GUI for Windows
* http://openvpn.se/

B Tunnelblick
eMac OS XFHOpenVPNISA 7k
e http://code.google.com/p/tunnelblick/
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1. CADXE(K

*# cd /etc/openvpn/easy-rsa

® i cource vars

2. V925472
*# ./buildkey-pass clientl

e JINATL—X%2

A

ANTB

o[y/nIDEIDINT=6. yEFATI(2
ekeysT 4L K [Zclientl.crt&ce

%
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WEREEIC Z\g&&él—tﬁﬂ; ESpE

VhzZaE

2 D7AIVEDTAT

o (RTF (L C:¥Program Files¥OpenVPN¥config”

BCAERAE
® ca.crt
WEFRORE

eta.key

B)S5A 7 REBRE

— =g

eclientl.crt

e client1.key
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pull

tls-cliert

dev tap

praco tep-cliert
remote #E# L FFLX 1194
resalv-retry infirite
nobind

persistkey
persistun

ca ca.crt

cert clientl.crt

key dientl.key
ns-certtype server
tls-authta.key 1
comp-1zo

verb 3

y Linux
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Mproto

[ERHTHT7ORIILFIEE ., UDP, E=[ETCPAEIR
’C%é H—/N\—[ZEhHtE 5,

Bns—cert—type server

o H—/\—EIFBAEERLBFIZ "nsCertType=server &%
E SN TULVEWNY—/\—&iEHELZL
ebuild—key—server RV T TIXHRTFE NS
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BWindows 7547 bDONLAT A ZTZHED) YYD
L. 'Connect]ZiEiR

W fiz 50 B OD

7 (&I View Log | THEFERI BE

BH—/\—- D547 B CPINGHEEE
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