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e LPIC Level 2 Version 3.5 DEFE—E 0124108 227)

20154 8% : Linux it i B 18 2025 E& : LinuxrwkJ—H&HE
201 LinuxZ1—=*)L(2.0) 208 WebH—E X(2.0)
202 AT LDIEEEN(4.0) 209 D71 JLEEF(4.0)
203 T7AILV AT LETINAR(25) 210 RYRT—095A4T7 2D ETE(2.3)
204 S EHAN—UEIE(2.0) 211 BFA— LY —E X(2.3)
205 vk —oFERK(3.3) 212 O RTLDEF2)T4(2.6)
206 AT LDRSR(3.5) 213 FST I a—T424(4.8)

207 A R— LY —/\(2.0)

1. LinuxV ATLDEE ., EA, #EF. FSITILa—Ta0 T TES,
2. I—RILIWSRYNT—D(CB T H5FEFET. BE,. BB, BEMNTES,

BHEBEOREICHIHEP)IL. ELICEFNLIETENDERETY
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201| 205.3|RybT—HDREIBEERRT S 5/| 202] 2121|)L—3%ERTS 3
202| 213.2| —#SHZRIREEMRR T B 5/ 202] 2125|tFa)T1%H 3
202 2133|LRTLYY—RDEREEMRRLTS 5[ 201] 2011|h—RILDERER 2
202| 213 4[RIBEETF DHBELHERTD S| _201| 201.2|h—x)LDaA/ L)L 2
201 2021 [P RTLDEEET—FTOELRDHARETARX 4 HWABLA—RILELVHD—RILED2—I)LD
201| 2022 RTLZEEETS a|| 201) 2014 HRIRAR BE AR 2
201 203.1|LinuxZ7AIV AT LERIETS 411 201| 2033|7F7AISATLEERLTAI 3 ZERTS 2
201| 2052|BEHEAYNT—OBBRENSTTIN a—T4T 4|1 201| 204.1|RAIDZ#ERT 5 2
201| 206.1|Y—RH5TOT 5Li%Emake LTIV AR—ILT B 4| 201| 207.1|DNSH—/\DEFRMLRTE 2
202| 209.1[Samba—/ DR E 4/ 201| 207.2|DNSY—2 DYERREIRST 2
202| 209.2|NFSH—/\DEFE 4/| 201| 207.3|DNSH—/\%ZE#ET S 2
202 212.3|Fa2F7x)L(SSH) 4| 202 208.2|WebH—/\DIRSF 2
el oia 7‘;&5&“5%@3%13%!1&7&12!—@0) 4|[202] 210.1|DHCPDERFE 2
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H—RILED21—ILDEE/BBE 202 211 3|VE—FDEFA-IEEEZEETS 2

201| 203.2[LinuxZ7AIL AT LDIRSE 3| 202] 2122[FTPH—/\DIRE 2
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201 206.2|/3\vH 7y TIRIE 3| _201| 2042|FRiBEBE~DTILRAEEHAEST L 1
202| 208.1|WebH—/ \DEHE 3|1 _201| 2054 RTLBEEQOMBEZI—HISERNTD 1
202| 210.2|PAMERE 31| 202 2083|F7OFiH—/\DEE 1
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e 2012410818 &Y Ver. 3.5.0 AN EALBAES,
« LPIC Level 1101, 102, Level 2 201 SREEMHET X%,

e 201 SRERICIZLLTRMEBMSNT=,

— Linux3x A—RIL(A—RIL DAV IA )L RFaANS ESa—)IL)
201.1 TH—RILDIEHREZR](2)
201.2 TA—RILDTI/RAIL|(2)
2014 THARLA—FILBEVA—FRILEDSA—ILOAAZIAX, FEE AV Z—IL](2)
201.5 [RTRIZBITIN—FRILELVH—FRILED 2—ILOEE /BN 1(3)

— T7AILY AT L(XFS xfsdump/xfsrestore., Ext4, ig=1k)
203.2 TLinux 7 7ML AT LDRSF(3)
2033 1 TJ7PANV AT LEERLTA TV ERERT DHI(2)

— IP Ver. 6 (EXRE&E)
205.1 T EARRE R INT— U8R 1(3)

H—RILDFE/N—I3 L XIS
Ver. 3.x [EREFLEHETIEHL. MRBMAUDEEIZTELLY,

1991 1994 1996 1999 2001 2003 2006 2009 2011
A A A A A A A A
1.0 2.0 2.2 24 2.6 2.6.18 2.6.32 30 36

RHEL 5.x RHEL 6.x Fedora 17
CentOS 5.x CentOS 6.x Ubuntsu 12.10
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201 LinuxA—=)J)L
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2013 ERDRA /b 203 TFA I RFLETINAR

204 BELAN —VEHE

205 Ry —ORERL

206 > AT LDRSF

207 KA R—LH—N

LIBE B ISR E DRLRY . ZATHIIE CentOS 5.6 ZHR A
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h

« 201EE—E&

— 201.1 H—RILDEHREZE(2,A)

— 201.2 A—2I)LDa /XA JL(2,A)

— 201.3 H—FRIL~D/yF 8 FH(1,D)

— 2014 ARBRLD—FILEB IS IT—FRILED A —ILOHAZTA X,
BE A AR—IL(2,A)

— 2015 EFRIZBTFEIN—FRIILBLUVA—RILEDS2—ILD
EIH/IR=(3,A)

« WE
— A—FRILBEIPED 2—IILDEAARE I—RILBEEFEOFE

*REBEOREIZHIED)E. TIITEFNITEOEEE, RFIEIEHETOHZE . B:E KR (Basis). A:ftx F(Application), D:5¥#fl(Details)
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»1 201 (1) H—2NES -
o A—RILDEMEREZA—RIL - B2 —ILERER

- OSHENRIZEM: BIRRAIfeRYE. FTOMRRAALEYNHD

FIBIXEDS a—ILIB{EOT R, BEBIEZD—RILEETITO,

4 :E:):I.—)bﬁfﬁ\

I CA=-TV—-ZAHBI100FEmAE"
-

UFvORAFPNT=E—-

femel \ rmmod TP

I insmod /lib/modules

modprobe S—

. = vg\?éiftéko modinfo e ij

* jdb.ko

etc
EVa—L depmod

B

i EVa—)LEKREFEER )

e

h—h LB )
=381k AEVHLER
A—RILDIN—Dav I,
Kernel Kernel Kernel ) uname —a
THER., (IBERFIZHEE )
2.6.18-238 2.6.18-238-xen 2.6.18-238-PAE

\ A—CaVDRR:E LY AT —Q). 1SYFLALEERAF—(6) $TLALE Y Y—R(18), BENTIFRFS )
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UFvOAFPNT=E—

(2) A—RIVOBIBE

« N—XRILIEEFIE

A—FRILEBE(OSAKED O/ 1)L) [, FIE (make F—7 V) IZEET HHEMNZLY,
A—FILIN—232 2.6 E 3XxRTITHEREH ICHS LN TEIXLLY,

fust/sre/linux [ZH—RILDY—RAA—FHAEEEBESNTLDEZRIIEET S,

BEIERF fHE

1. IRIE¥HE $ make mrproper clean < mrproer < distclean DI|[ETi&R A

. - , =N %LV T menuconfig, xconfig Z( .config &£ )
2ATHIVERE  |$ make confis oldconfig TE it FALEMAEHET.

. A—RILEBLVED2—I/ILDAV/NA)L
3. A2 AL § make all = vmlinux, modules, bzImage &EEIU
4 A2 A+—)L # make modules_install H—RILED 21— ILDEE(/lib/modules/VER" £ &)

T—HMIHELZI7AILDEE (/boot . grub.conf {E1E)
# make install # installkernel VER* arc/xxx/boot/bzlmage System.map

* bzlmage, System.map N —. FEARAMT 4 A Z1ERK
WE(ZCEZE

5. RAMT 4 RAOJ4ERL  [# mkinitrd
6. 7J—FO—45EHEE  |#vi /etc/grub.conf
VER") IN—32 % 1% . Makefile @ VERSION, PATCHLEVEL, SUBLEVEL, EXTRAVERSION

s INGA—RERTE config |[LIB B A IEFE (2% <(Kernel 3.4 THI3,200) . B [X menuconfig, xconfig IHE D A1 —H K EE 5
AT D /INTA—=E% T AT SIZIX. /boot/config* Z /usr/src/linix-XXX/.config &L . oldconfig ZFALVSH &KLY,
e TAARNMIE2—RZKYRHRY IV I 7 FIRBIENELLI-OEBEODBEICHI->TIE. BTIVI—R/—+ESHTHIL,
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120 202 AT LOERE UFyHAFNFE-

h

c 202FE—E
— 2021 VAT LDEEET—INTOERDOAHRITA X(4,B)
— 2022 Y RTLERIET S (4,A)

- ME
— BREBEA~EFH~vINMIUETORN
— H—N\EEF|IE. T—rO—4 (GRUB)DILHEH
— LN inittabT7 7 ILICEEAL T, (RIFXHAE
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2! 202(1) YAF LOEBIER I\ 7o nXFnrEs

« BIRBEAMNS, U—ERADNBHBSINEDIEZTORNITIELTDAEY,
— OSZEREIT 5T —hO—AX 70T 5 LIF 2B FE N E (Stagel,2) TH D,
— H—FRILIFHWZFHEIEL., int7RERZE M T D,
— intAETOERADIHRELGY, Y—EXZRLIZEFT D,

Vi, Linux DEBIERF A
AIT—kO—5 [ H—FILINL

BIOS ~ v

Step-1 Step-2 Step-3 Step-4 Step-5 [H—E XBAt])

“HWD M EERTE  MBR2EA | «T—hA—4 564 “HWigH -initi2E)  inithEiE

EEIT/NARER  (Stagel) (Stage2) « AEHIEIE (pid=1)  H—/\EEH
« N—FRILETIA « JEARAMT 4 X %3 (deamon)

? ——— (initrd)¥I Uk
GRUB Bl
Iy
{ /etc/inittab

*1 POST : Power On Self Test 3 #HRAMT ARY
*2 MBR: Master Boot Record jj:*);ﬁéjﬁ%':ﬁm\%hé_ Ubuntu &
0S L., THICHIBEETS =HDTAT S L TEHBIN—FTTAIND AT L Jetc/event.d/rc-default

Linux
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2! 202 (2) /etc/inittab e L Lk

o IntOEMEFEERLIZED
— SATLEHEOS LN (D) DIEE
— AT LEBEZint NMERTEITOERAEER
X) ID:SULANIL:FHI:avUR

/etc/inittab (3R ¥%)

id:3:initdefault: Eﬁ

# EENRFIZET initdefault X T LEBFRDIULAIL

sizsysinit:/etc/rc.d/rc.sysinit .. .« o=

4 5L L IR sysinit ORTLEERFONHETOER

OZwit/ste/rcd/r0 ) boot REE . TOLRETEHFLTISRODEEEST

I6:6:wait:/etc/rc..d/rc 6 bootwait BEEF., TS TZHE > TREELT

# CTRL-ALT-DELETE THIZH once i?é?é;?;ﬁﬂiégjf i

ca:ctrlaltdel:/sbin/shutdown —t3 —r now 7e Hi= 7 0= I

4 BERE wait SULANILIBITR., 1EIFZITET

pf:powerfail:/sbin/shutdown —f —h +2 SETLTHALRDNIEZZELT
“Power Failure; System Shutting Down” . - N

£ — L DAEE respawn TOERANER T LI, BURETT

1:2345:respawn:/sbin/mingetty /dev/tty1 7 powerfail TIREE (UPS/\YTIET)

crtlaltdel [Ctrl] + [Alt ]+ [ Delete ] F—7R—FZEI|YAH

Linux
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I CA-T UV —-ZAHBI100FEmA"
-

2! 202(3) 3 -LAN

<
« JATLEH-FEILEOEEFHEERLEZED,
— LinuxDEME: >y )La—4 /<IILF1—HE—K,
— BEFFLIFEFELETEIH—ERDEYHT,
chkconfig (RedHat), update-rc.d(Debian), insserv(SuSE)
— FRCE)-{F 1L Jetc/init.d FIZHDHIEAS TIL XUV TNZKD
o« BIULANIL(letc/reN.d)IZOE DT ALINIANT R D)5

o (S:EEE) or KHZLE)(FEE)NARVITRE)
5) /etc/rc3.d/S95atd

[root@serverl ~J# /bin/Is -l fetc/rc?.d/*atd RedHat%G)ﬂ

Irwxrwxrwx 1 root root 13 May 14 12:36 /etc/rc0.d/K05atd -> ../init.d/atd 0 {',g,_u:
Irwxrwxrwx 1 root root 13 May 14 12:36 /etc/rc1.d/K05atd -> ../init.d/atd ; .
Irwxrwxrwx 1 root root 13 May 14 12:36 /etc/rc2.d/K05atd -> ../init.d/atd 1, oo aA—H3E—FK
Irwxrwxrwx 1 root root 13 May 14 12:36 /etc/rc3.d/S95atd -> ../init.d/atd 3

ot 13 May fetc/re3.df finit.d/ 2 NFSEELZILF1—4
[root@serverl ~]# chkconfig —list N
atd 0:off 1:0ff 2:off 3:0n 4:0n 5:0n 6:off 3 CUIRIILFI—Y
auditd 0:off 1:off 2:0n 3:0n 4:0n 5:0n 6:0ff
autofs 0:off 1:off 2:off 3:0n 4:0on 5:0on 6:0ff 4 *ﬁﬁﬁ

5 GUIR/ILFaA—Y

[root@serverl ~]# chkconfig --level 2345 auditd off
[root@serverl ~# chkconfig --list auditd 6 ﬁﬁgj]

auditd 0:off 1:off 2:off 3:0ff 4.off 5:0ff 6:0ff ‘
. *) DebianDIFE S LANIL2, 44, GUIRIILFA—H

y  Linux
@ :::;fifj:;onal © LPI-Japan 2012. All rights reserved. 13



I CA=-TV—-ZAHBI100FEmAE"
-

UFvORAFPNT=E-

) ‘ "
+00 202 (4) 7—bO—%
e« J—MO—A GRUBIZDL\T
— Windows 2 EEHDOSIZHTNL, T—MNA—F DT IF7IRNRZZ—R,
(64bit R X = o71=EIE LILO ARELSN TLV=*)
— /boot/grub/grub.conf £7=[&/etc/grub.conf IZCTERE T 5,

— MBRAMZEEKIL grub-install A< RIZ&L 2,
f5]) # grub-install /dev/hda

/boot/grub.grub.conf

title CentOS (2.6.18-238.9.1.el5)
root (hd0,0)
kernel /vmlinuz-2.6.18-238.9.1.el5 ro root=/dev/hdal
initrd /initrd-2.6.18-238.9.1.el5.img

Booting Cent0S (2.6.18-238.9.1.el5) in 4 seconds...|]

B

/’_\ ha TA RV DEHD/IN—T 123> BEfA= 21— L
‘\PE‘/J fvmlinuz - H—FJLALE tiﬁ 1 > AR
—— /iird - H)MRAMT (R root T—bT\( R4 (HESH)
~ Kernel H—RILBREREA T3>
XEEE—R T EZEN/NFA—E2D . © o g \ .
BE®, SRT— RS single v273—TEF
~ root T—bT (R4
(w4, INILE)
Initrd MHAARAMT A RV B Fh

#LILO [FLARILL, 1022 TT—=hRR2—T v DAV A= )L IDBHIBREINELT =,

Linux
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z« 203 771NV ATLETINM A AN o

¢« 203FRE—E&
— 203.1Linux77AILY AT LERIEST B(4,A)
— 203.2 LinuxZ 7AILY X T LDFEF(3,A)
— 2033 TF7AINS AT LZERLTAT LIV EERT 5(2,A)
— 203.4udevTDT/NAREHE (1,A)

- HE
— 7AWV RTLEEOEEEM. BEEFIVI. Foa—=2T7%F)
— BHOT7AILY AT LD HRE (ext2/3/4, XFS, RaiserFS)
— RN TURIUNIET AR IREAF T3y
— SWAPT 741 LMD#EA/E (mkswap, swapon, swapoff)

Linux
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21 203 (1) 774Ny A5 LER AN o

o« J7AINYVATLDEBEICEATHF—T—K

— O —FIT T AIVEBERE GBI HIRR - EEGE) =Lkl EER
DEEMEFTvIENBER/INEBIZE 5D, Ext3/4, XFS, JFS 7 E

— A=N=TJ0Ov7 FSEAROERFHBMNGIT. EROFRER 2.
— inode: 77MILOEEIEHR(RIEFFR]. TBERZ. AES, BEFERF)
— TRTAYY I T RO DIEARS. HIRELL

« cryptsetup [IZ&E/N\—T 113> DIEE1L
— N—T4 3avDEE1k # cryptsetup —y create FRIE4L /dev/xxxx
— IN—T 423 EE1EEERR  # cryptsetup remove FRIE4

o TJ7ANIVATLDIERN. BEEFTVI. TDMIERSE
ITINZATA _“m

e T o [T TE———
Dir01  #01 rwxrwxrwx | __J02J03Joafosfoefo7] ] ] 7] N7y dump/restore  xfsdump/xfsrestore 7L
- W= 12[13[14]15[16[17[18[19]2 .
FileA  #08 rw-rw-rw—  [£J12[13]14]15]16]17]18]19]20 BEFIYY efsck xfs_check reiserfsck
FileB  #25 rw———— 25 26 27 B 29 o , ,
_ EF1ER) 33 34 35 36 E; ESNOOM B I tune2fs xfs_admin reiserfstune
Z Dt debugfs xfs_info (1§#ZE’R)  debugreiserfs

Linux
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I CA-T UV —-ZAHBI100FEmA"
-

UFvORAFPNT=E-

2 203 (2) 29k

o BEBEIRICYIUNTDT7AILY AT LI Jetc/fstablZ5C &,

BAIFHUR()TRE B,
mount [-t FStype] [-0 optl,opt2..] T/NM X IIUMRAUL

EEIFAINSRT L ELANC A . W
Rt __opt ]t

ext2 Linux RET 7ML AT L async TARI~DERALE N (ERTV£X)
ext3 ext2|ZUv—F JLEREE D sync TARI~DEEAIA L I (FEELZAEA)
ext4 Ver.3 Mo IRHED & HThR atime / noatime i-node7 7 RAFsE D EE (no:EHLALY)
reiserfs INSE-ZHTTAILAIE auto / noauto mount—a 773> TYIURAR (no: xR 41
xfs RBET7AIAE exec / noexec T7AILDEITEFE (no:EITHEL)
udf DVD (CDMis09660 M i5k) suid / nosuid SUID, SGID &A1& T % (no: FEZNE)
vfat Windows / USBAE!) ro Read only (ZAAZEIL)
nfs UNIX DI7A LR rw Read Write (F3A A5 1])
smb WindowsD 774 )L H uid = xxx/ gid =xxx ~ UID, GID R EL =B S ITEZ
proc h—FILIEER users/nousers — A —HIZKBTIUREEFA] (no:ZELE)

* FIATTREZR T 7 1 )L AT LlE/proc/filesystems |ZEE# dev / nodev MIBEE (no:iRBEE. proc 15&E)

default async,auto,dev,exec,nouser,rw,suid &[G &

Linux
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X

6.0 S < "31‘~73/‘J~2$i%10&5_ﬁ-1‘§ﬂ§"
v 204 BELAN —SEE A\ Orvsa7ns=-

o,
c 204FE—E
— 204.1 RAIDZERER T 5(2,A)
— 2042 ERBEB~NDT VA G EEFET 5H(1,D)
— 2043 IR 21— LR —w(3,A)

.+ B

— RAID : Redundant Array of Inexpensive /Independent Disks
B OHDDE 1 DI R 8 ARAIDE T DFESE (RAIDL AL )

— OSOIERETRAIDEEIRT 5 (VINITFRAID)

— LVM: Logical Volume Manager
HDDZER AL L ZBE AN — D EBE L]

Linux
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é‘%@ 204 (1) RAID AN o

¢ RAIDDLAN)LEHHE
— RAID-0: 1 T7—A2%&NEEE. TREFENNSNNTA—T VX,
— RAID-1: 1 T7—A2% T REE, FEHE TEONAFIRN

— RAID-4: 1 T—R&DHBEE, /N)Tr12&kDTLRME(B18) FER,
N)TABERBTARIDRML YT,

— RAID-5: T—AREN)T4E=DRHEE, TRESIANTEIZH IR,
« RAIDEI[E mdadm [CKH(1ERL. BARE R, IRRERRGTE),
— {EA (--create, -C ). JBINHIER (--manage, -M) . ZD (--misc),

RAID-0 X RAID-1 RAID-4 RAID-5
AbSAELY 512y IN)TATARY DERISY T4
B E] B E] T E:HE - H

D @ EdE =EEs

N)TA45E., 731 +[2]—>a
TARIADNHEL-RITIFEELTHEE
[1]=[a]-[2]

Linux
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I CA=-TV—-ZAHBI100FEmAE"
-

%’%ﬁ; 204 (2) LVM UFyHRFHF=—

o WWMIE, EEOYIBT A RV%ER) 12— LTI —TIZHR1, YIEH
R=DHIBRICREAREL BELT=ZmENI2—LELTHIA,
— ZLDTAANE2L—2aV TORAT LIZELLTERA,
— PV(Physical Volume) : HDDX>/X—TF 4> 3V ZED YRR 5 R 28,
— VG(Volume Group) : PV DEE MO DmIENLR A%,
— LV(Logical Volume) : VGO \OE H L= AR BRI G /X—TFT 1232,
— PE(Physical Extent): iR Y7 T Oy I H A X(WVDFE L E L),

Y S T— FAHLVMOTUR
VG: a— — :
St . ‘PVOIER
) v N 7'7 = ).l/ pvcreate T/\NA A
4> HER1)1— L A | o2=, B “VGDIER
PV . VAT L — s
BRI 2 e =0 vgereate VG TN X
PEPEPE[PEPEPEPEPEPEPEIPE ‘} LVDERK
PE g

PE|PE|PE|PE|PE|PE|PEJPE

lvereate-L B4/ X —n LV VG%

A

ya cfRERD R
s o= - pvdisplay, pvs
77’()L/ZTA1EIJ75\ZIi vedisplay, vas
HDD. RAID. LVM®:ELY

75 <8 4E (mkfs, mount) lvdisplay, lvs

Linux
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e i e TRV 100 |-
205 YN7— R A\ U5 v527n75-

- 205FE—E&
— 205.1 KRR R YNT— D1 K (3,B)
— 205.2 BEBRYNI—UEMEN T T IV 2 —T 1277 (4,D)
— 205.3 XYNT—UDRIBERRT B(5,A)
— 205.4 VAT LBEEDOREZ I —IZ@ %9 5(1,D)

- HE
— NI DOEBHF(PTRL R FYN R IIGEDREE
— OpenVPNRIPTAYT7 REWSE=E ELGH A
— FYNT—DFEET7AILERTEAT VR (IPvBIEEREL X)L )
— TSGR ZEICET AN TV a—Ta0 )
(FRIRFYZDEHRZETCIZ, XFAEEEZD)

Linux
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v 205 (1) xYh7—7 BT I\ 5o 535055

.
o XYUNT—UICEAET HOAVIRE EET7AILEE

— NICER®E
# ifconfig NICE IP7RL X /T T4 R (XIE netmask ¥ X&) up / down
# iwconfig NIC%L essid “ESSID” key s:/NAT—R
— =TT T—TIEE
# route add default gw IP7KL-X
# route add -net RYNI—TF7RLR/TVIT4DR gw T—rJITAIP
- FRERITTFAIN
Jetc/hosts - O—HIL TO LRI R

Jetc/resolv.conf— L JL/NTEFKR DNSH—/NIP

— FRY—ERER—IEE(ssh=22, smtp=2572E)O>, IP7RLRAEHE

. Linux
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»7! 205 (2) 2YNT—oBTE2 A 5o namhnEa—

o
« IPZAYTUYT
— 1 DONICIZEHDIRBIPPRL R &5 5, IRENICINICK - FEB)EE
%9 D
) BEFEDNIC(192.168.78.129) (=, BIDIPFRL A&+ 5,

#ifconfig eth0:1 192.168.78.130/24 up
#ip addr show eth0
2: eth0: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc pfifo_fast glen 1000
link/ether 00:0¢:29:62:21:55 brd ff:ff:ff:ff:ff:ff
inet 192.168.78.129/24 brd 192.168.78.255 scope global eth0
inet 192.168.78.130/24 brd 192.168.78.255 scope global secondary eth0:1

o JL—RDEE
— 78k3JL RIP, OSPF, BGPIZ K5 &)Y JL—T 1% (routed, Quagga),
— BN —T AT EEINUEI—RILDINTA—=ZDIEIEDINE,
1)

# echo 1 > /proc/sys/net/ipv4/ip_forward

— FDOMA—RILINTA—A

(213. FSTIL a—T1 T S E)

/proc/sys/net/ipv4/icmp_echo_ignore_broadcast .. TJHO—R¥F Xk ping &EEH
/proc/sys/net/ipv4/icmp_echo_ignore_all e e e BTD ping =R

. Linux
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»7! 205 (3) RYNTI—HER AN o
+ AN =UIBMERTI AV E

netstat
FYNT—IBEEDBFHRERRNFELDA T avHY),
— lIsof —i:7/R—h
BEDR—IFERAL TS TOERAERR,
— tcpdump
NICOEZAR, /N IbDRI 2 TH A,
— arp
ARPT—TIL(MAC7RL AR) DERR,
e NI a—T4T
— B FEEDIRRET, 192.168.0.1 [THEHTEAW, RICHAREEEZSNDMN ?

# netstat -rn
Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref Use Iface
192.168.78.0 * 255.255.255.0 U 0 0 0 ethO
192.168.67.128 * 255.255.255.0 U 0 0 0 ethl
127.0.0.0 * 255.0.0.0 U 0 0 0 lo

. Linux
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»2! 206 YRFLDRT I\ S nappear

h

« 206FE—E
— 206.1YV—AMBT0OT T LZEmakeL TAV AM—ILT 5 (4,A)
— 206.2 /Xy 7 v TH#4E(3,D)

- BE
— 0SS(Open Source Software) D AF, £, 1V AM—ILET—EDALIE
— YATLDONYIT YT AREEDATUR
— N7y TEEOREERIH 1S (Amanda, Bacula, BackupPC7& &)

Linux
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21206 (1) Y=ZAHSDIV A= W\ iFos3mns=s

K 3

« J—RTOUTLEAFILAVAMILTEHETOF|BE

— VY—RTOT I LZAZ—FIN ERATATIZTAFT S,
EfaS=7—HA TR RILITARR—IL | EFEELN D,

— EBHIMICIRRRFETTICY—ILEREL. BT 5,
~ tar(GEE#HE) . ~ targz/ tgz(gzip/EHE) . ~ .tar.bz2(bzip2 E#E)

— GNURDIRIE R configure XV ThEEfT(gec R ERRY—ILE),

— AV FETE—BI—FTERERIRE(S make) . 1V AM—ILIZEIRE
(&5 (# make install) .

S wget http://core.ring.gr.jp/pub/GNU/help2man/help2man-1.40.4.tar.gz

$ tar xzvf maKhelp2aKman-1.40.4.tar.gz tarball 77’()l’§ Eﬁﬁ“
help2man-1.40.4

help2man-1.40.4/NEWS $ tar xzvf tarball77A )L .targz
$ cd help2man-1.40.4 $ tar xjvf tarballZ7 A )L tarbz2

S ./configure
checking for perl... perl

FEBERELTHNG tar BH

config.status: éreating Makefile

S make :
Derihelp2man.pL $ gunzip tarballZ77A )L tar.gz
Extracting help2man (with variable substitutions) $ bunzip2 tarball 774 )L tar.bz2
su
Eassvlv(or_d: | l
make insta
./mkinstalldirs /usr/local/bin $ tar xvf tarball77A )L .tar

Linux
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é%;% 206 (2) I\““J77“j7 “G;'Bgiﬁﬁffﬁ

o VRATLEE, KE. BEIXIZEA. HOIEADT—REVRT
c‘:tﬂUﬁ’E‘c‘iﬁ’LT’nE’ft fEICRTF. BRI HIIEGHIFVANT),
— S££(Full ). Z% (Differential) . ¥4 (Incremental) A’ 5,
F 74O RELT tar, cpio, dd, dump/restore, rsync H'dH 3,

T—AE
avoR iR
1435 tar TALONJBE TN T T (FT—h47)
L[ RIB I FEAMEL AT A
e $ tar cvf 7—73’(7: HETALIR)
—EEgW 2459 $ tarxvf 7—hAD
""""""" i cpio ZEANICTFANEEFIBELERIZ/AAYITYT
Full $ls | cpio -0 > F—hHAT
Backup $cat 7—HA7T | cpio-id
dd EEZEHITELOE—
(A) (K) (K) B $ddif=A AT7AIL of =l HT7A L
FRENYTT YT dump / TPAINYRT LA, rootDHEITATRE(HES)
g%g{;-*{gféT—@énEﬁ TEEMN SV ERIREH restore #dump -Ouf 7—H4T XNRIFZFAILRT L
s ENNVITYT: 5 #restore -rf 7—hAT
BEDIIVINYITYTNoDES . £ TEEET SIS rsync 2ODFALIR)ERL (E4 . FyhT—4HT)
'ij)l’f\‘y77‘y707_9%’%%° $ rsync -auv --delete TALURJ1  TALIK)2
cBHNVITVT ) .
ROIREFEAEOD, BEICFREERLINDID, *) AT DEMEII-ATILSEDIE,

AR, LN VITYT TEMNURNT,

Linux
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( $#) xfsdump/xfsrestore fl A\ JruoaFns=-

« XSFSD /X7y TV — )L xfsdump & xfsrestore HDNEEIT R,
« K[ dump/restoreE KREZL, TINILDFEE TE 5,

# xfs_info /xfs
meta-data=/dev/sdbl isize=256 agcount=4, agsize=6336 blks
= sectsz=512 attr=2

data = bsize=4096 blocks=2534 # xfsrestore -I
= sunit=0 swidth=0 b1 file system O:
. fs id: 1a71d93b-b758-402f-a710-£923997948e3
# xfsdump -1 0 -f /work/xfd.dump.0 /xfs session 0:
xfsdump: using file dump (drive simple) strate mount point: fedoral70.ycos.net:/xfs
xfsdump: version 3.1.0 (dump format 3.0) - tyr device: fedoral70.ycos.net:/dev/sdbl

dump label dialog === :
please enter label for this dump session (time # Xfsrestore -f /work/xfs.dump.1l /xfs
-> weekley xfsrestore: using file dump (drive simple) strategy
session label entered: "weekley™ :
————————————————————————————————— end dialog
xfsdump: level 0 dump of fedoral70.ycos.net:/; # xfsrestore -f /work/xfs.dump.0 -i /xfs
xfsdump: dump date: Mon Oct 29 13:35:02 2012 xfsrestore: using file dump (drive simple) strategy

media label dialog == ~> 1s
please enter label for media in drive 0 (timec 131 sylpheed-3.2.0/
-> full backup -> cd sylpheed-3.2.0

media label entered: "full backup" -> add TODO
. -> add README

-> extract

——————————————————————————— end dialog ---—-—-—-—-—----
xfsrestore: restoring non-directory files
xfsrestore: restore complete: 31 seconds elapsed

y Linux
@ :::;fifj:;onal © LPI-Japan 2012. All rights reserved. 28



i\% I A =T UV -—IBB100EmA"
]

+70 207 AL =LY —IX UFvoRFHF=—

h

« 207FHE—E
— 207.1 DNSH—/NOE AR HE(2,B)
— 207.2 DNSY—>DIERERSR(2,B)
— 207.3 DNSH—/\%{R5& 9 5(2,D)

- ME
— ZHEIfERESR— L —/N(BIND Ver9)
— V—VEBEHOERETEMEDOHER(J—ERX)
— tFa2)T4~DEE (chroot jail. dnssec-keygen)

Linux
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2! 207 (1) DNSAH=Z s N\ G593 n7E-

 DNS (Domain Name Server)
— IRAMREIPTRLU AN A B (L HIFER) 1T,
— XYb EDR— LY — N\ BEEKICLSDEDBTHD,
— ZY—NEZEPOHEHIZXE(RA(Y)DEBIZEET B,
— FBBVARE LDV —NZBENEHLEL(HBREVEDLE),
— ERI(TZA~),/ ehoF))IcLD T RIAEHA R EE,

root FAL (HEIZ13H ()

FQDN: ’
WWWyahOOCOJp ‘? s esaseveTToece00aaevTT o000 000000000000000000000
I:l Jp cn com biz | TLD: Top Level Domain
S e S R L L R LR LR LT
S co go ac ed
ooooo 1.... ©c00cc00c00c00c00c00s0000e
ISPAONS ahoo
NS: Name Server yahoo®NS *© |~ | Y sony (|sharp| e e @
WWW ather KA1y ALY
KASZ: NSHAEIET HAHI ‘ Xice ~
V—UIINSHEET S ERA( headlines loco . . shar
J—2 =K AL INVIT D S
%([:{/ iy F)"I'J honyaku  chiebukuro (EhE)) “ |sony
TAONATESERR AV EER XXXX
J— &R

Linux
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21207 (2) J— 18 N\ ryo37nzs=

\

* DNSERET7AIL

— DNSH—/NI[XBINDD, Ver 9 M ERE0 H,
- T—NBEEOERL V- VIEREERD2BEDERT7MILER D,
— /etc/named.conf TH—/NBAEDEIENL, V—2VT7AILDRTEEE &,
— /var/named/ TNIZV—2T7/ILERE,
— 54T RV ILN)IE Jetc/resolv.conf TNSH—NEEERT D,

/etc/named.conf 4 /var/named/mydomain.zone

cptions | ST R ER

directory “/var/named”; xxx.com. IN SOA xxx.com. root.xxx.com. (

20120101 1D 12H 1W 10D ) A ZHIEEEITxT 5.

. IN NS  ns.xxx.com IPvA7 L R (EEBIE)
! - IN MX 10 maill.xxx.com. .
/ IN MX 20 mail2.xxx.com. AAAA IPvé D7 LA
zone “xxx.com” { ns IN A 192.168.0.10 P
type master; maill IN A 192.168.0.11 PTR ﬁﬁ';f;('égé?
file “mydomain.zone”; mail2 IN A 192.168.0.12 "
} h101 1IN A 192.168.0.101 NS KA DR—LH—IN
: WWW IN A 192.168.0.100 . . N
waw IN A 192.168.0.110 ks FAL 2 DA—=)LH—/\
ete/rosol ] host 1IN CNAME h101 B SFEIRLL
ete/resolv.con . CNAME  BI& (TAYFR)
search =xxx.com /";/’Iﬁi&g s ‘& Q . —
nameserver 192.168.0.10 ) Iﬁf&O) 5 E%(-‘j:_l\f“ L%ﬁ}7l~) SOA Fﬂ’f?;&%'[ﬁ#ﬁ
nameserver 202.192.xx.212 HMHR (Frvia/\T5A—4)

FAMUIZEET 54 RNEHR (RR:)Y—ALO—F)

Linux
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I CA=-TV—-ZAHBI100FEmAE"
-

%! 207 (3) DNSt# 251 e L L

* DNSSECIEYV—VIBHMMNHSASNTINVEWIEEFEHA

— RETBT—4, TOPILIZKYIEELDH D,

— ZSK : Zone Signing Key
V—UIEMICERL. TORBZEHR, V—2T—2DORET D,

— KSK : Key Sighing Key
ZSK DEREERT %, T—/\DRE, )L —bF—/SOKSKIFZ RANT 21—
F—ENES,

— TSIG : Transaction Signature

J—UBRERHEEBR T %, ToAXY-EHUR) — LAY — B DRE,

754 thoF)
ZSK DR E
» |
.,_‘__Hh‘! -
N (zsK | #tE
$ dig xxx.example.com +dnssec L

VU RO RIE

# dnssec-keygen -a RSA -b 1024 -r /dev/urandom -n ZONE Y —2 4.
# cat KB FJ —2+001+12668.key >> J—2T74( )L
# dnssec-signzone -0 Y —> % J—2T74)L

Linux
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I CA-T UV —-ZAHBI100FEmA"
-

UFyHAPNFS—

2025 ER 0D X =
208 WebH—E X
209 D7/ ILEHF
202:EEDRA N 210 RYRT—HHSATURDEE
211 BFA—ILY—EX
212 AT LDEXFT4
213 5T IWoa—T420

Linux
Professi | .
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,~' 208 Web¥—EZ I\ 5 yoarn7E-

h

- 208FHE—E&
— 208.1 Webt—/ (D% (3,B)
— 208.2 WebH—/ND{RSF(2,B)
— 208.3 7OF T H—/MDEZE (1,D)

- BE
— Webt—/\I& Apache 2.x . 7OF S —H—/N\[& squid HVEE H
- ﬁzﬁﬂ’]@ Web -U-_/\DQIE\ IIIIL:\I:IIE 'Uin_,\'ﬂf, t:‘\:lUT’rJHTJ_ILT\

— TOF—H—NET7 I XFHIBOEE
(squid.conf® acl, http_access allow/deny 7&&)

Linux
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/2! 208 (1) Apache Web¥—/\ilEE I\ i5onaFnsas

* Apache DX TEEEMEANIZX L
— ApacheV NI T 7 BARAEEIEIR AL TUVD, (hitp//www.apache.org,  http://www.apache.p)
— httpd.confIZERE. RERIET ALYV TA4T(F5H)EMER
— d‘{lxﬁh')ﬁ{ﬁ'@’dﬂ).‘:ljb JI—HERIEENTREAV R ET7AIL)
— Y—NEATHEE(O—HYLH - /XXT—R), IxB1EA AT 8E

httpd.conf

httpd.conf

DocumentRoot /web/html www.uso800.com

<Directory “/web/html/XXX">
AuthType Basic
AuthName “Staff only”
AuthUserFile
“/web/html/XXX/.htpasswd”
Require valid-user

AccessFile .htaccess

<Directory “/web/html/YYY”>
AllowOverride AuthConfig

</Directory>

1
1
1
1
1
1
1
1
1
:
1
</Directory> \ |
D::Lrectorylm.iex index.html : BEDTALIMN)IZBET HERESE.
Air.]dex.}/ltl:m 1ndex}phg/ ‘ /web/html/ | : 5”77’()[/&{#;’(%") ﬁﬁg@l
ias images web/images , ( I (774 INEIEFR., BEEIAFE)
ErrorDocument 404 /notfound.htmy/ Xx¥/index.html |
1
/ htpasswd '\ /web/html/ l
a1—H4 I YYY/.htaccess
\ o N 1
INRT—R | | AuthType Digest
htpasswd !'| AuthName “Admin user”
| : X% |
htdigest '
http://www.uso800.com/XXX/ I

(9}

y  Linux
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2! 208 (2) I\—FrNERR

\

e /N—FVILRAK

I CA=-TV—-ZAHBI100FEmAE"
-

UFvORAFPNT=E—-

— 1 DDOWebtH— /T, BHDOWeb Y —/\HHENDKSIZALIET B,
— IPR—X:FAILRRAMNGEEH DT —/NNTAR D

DNST
[ZoUR0EY IBRENBE,

— ZRIN—RA EHOY A E—DDHY—/\T

IPR—R N\—F¥JLRRE

httpd.conf

<VirtualHost 192.168.0.100>
DocumentRoot /web/xxx/html
</VirtualHost>

THWWW.XXX.com

<VirtualHost 192.168.0.101> _..‘_100 101
DocumentRoot /web/xxx/html
</VirtualHost> 102 ocument

<VirtualHost 192.168.0.102> T
DocumentRoot /web/xxx/html 192.168.0.0
</VirtualHost>

DNSDY —15# ($h#%)

WWw.xxXx.com. IN A 192.168.0.100
WWW.xXx.com. IN A 192.168.0.101
WWW.xXx.com. IN A 192.168.0.102

y  Linux
Professional
Institute

DDZFNERBIPTRLRZENYY T, 7V ERAEIZIPATYEHD

RALEZEITD,

BRAR—R N=Fx)LRRb
httpd.conf

NameVirtualHost 192.168.0.100

<VirtualHost 192.168.0.100>

ServerName www.uso800.com
DocumentRoot /web/uso800

</VirtualHost>

<VirtualHost 192.168.0.100>

ServerName www .dema .com
DocumentRoot /web/dema
</VirtualHost> |

© LPI-Japan 2012. All rights reserved. -0



I CA-T UV —-ZAHBI100FEmA"
-

%’% 208 (3) V) —RINGA—% UFyHAPHFS—

« ApacheDMBEIZ{RH/NTA—A
— StartServers F2EIFFIZIL B LT3 (ApacheE QD) 7Ot X#,
— Min/MaxSpareServers 'JJ T ANE K -/ DEEOF#TO TR,
— MaxClients EATOCAE (ZFAEOLR),

— KeepAlive [&— EEZHELI-TCPREEZR T2 (=FEZo(L%4L ),
BRI ZROA —N—AYRZEHIBIL/N\ T+ —< A% M LSE 5,

Y—N\FIOLREE/NTA—2 X—TJ7547
81
MaxClients(256) Client PRAEHERR (SYN) Server
BT T (ACK/SYN) —
< L=
/ \ EIERIA (ACK) — >
MinSpareServers(5) (5T R A LR
MaxSpareServers(30) < T_?IE1E | | MaxkeepAliveRequests
StartServers (8) \ < : | | (UOTZRMMFLERE)
KeepAliveTimeout
" BTERFN) ——>
—— Apache 7AER# ]
— YHT R <— KT H#ER (ACK/FIN)
<— T (FIN)
s ¥TET(ACK) —> : ;
] : Time out (5&#HI#& T, RST) F—/—~vk

Linux
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X

0,0 CA=TV—-HBEI100FEHmMAE"
2! 209 TPV ES A\ UFvo27n7=-

ey
« 209FE—E
— 209.1 Sambat—/ XD 7E (4,B)
— 209.2 NFSH—/SDEE (4,A)

- BE
— Samba [ZWindows Network [ZXt L7 7AILET) AR 4
— NFSIZUNIXEICTI7AI S AT LEHE
— HEHHEZET7AIL, AR B A ERELEH
— TCP Wrapper [C&BT7 V7 ERFIREEEND

Linux
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CA=-TV—-ZAHBI100FEmAE"

% 200 (1) Windows EQ77 N 3tE1 K\ i5ss3nsar

-
e Microsoft Windows Network E 77 ILZHEHFH I 5,

— =TT S AL smbd(TrAILEH TCPR—K 139,445) . nmbd (£
HifR R :UDPR—K 137, 138) . winbind GREEEH#E) (D 3FELE

— Linux, Windows Bl CI7AILETI 2B T 5,
— Jetc/samba/smb.conf [CKYFETE. [V aV | EMEIE N B TREIZ DB,
— [global]ld Samba AN ERFET. EER Y —/NBEFNNDE,

/[y WORKGROUP

# Sample smb.conf L'/ m’ . H
[globall a S S 4

workgroup = MYGROUP : ~ A~ ~

server string = Samba v o Samba /L N H } W W
; netbios name = MYSERVER et —‘b(%i'?" N BN

log file = /var/log/samba/log.%m S sm

max log size = 50 M M M . Lo

security = user —_— s Windows (j::l./tl_g”‘é

» SRSV W

passdb backend = tdbsam D—90 )\ —TJHBHMATER
[homes]

comment = Home Directories

brc?wsable = no * 71 Global /85 A—#4

writable = yes
[public] workgroup s 57—00IL—T4%

comment = Public apace - o .

path = /tmp P os level TSIFREDBERE (KENEEE)

read only = yes 32:Domain controller, 20:Samba, 16:NT, 1:Win9x/Me

write list = Cusers domain master RASUIRZTSUHFDIETE

[testparmﬁ&ilﬂ@ﬁﬁﬁ] 7 security SBET A 3% (SHARE, USER,SERVER,DOMAIN,ADS)

Linux
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‘on A—-—TFT V-2 HET100EHRE"

»=' 209 (2) Windows ED77r 2 W\ Urysarns=-

« HEBDRM
— 11— -Ij_\;ub\nE{j:j(%< Windows '@Z* ji_t .ﬁ 5‘75_%13/\75\*1»5

share: XX B &Rl user:Samba[& . server:Windows{&#8. domain/ads:Winz2sF H—/\

— BB FHIL/etc/passwdZ TTIZBIE/ER (pdbedit, smbpasswd)
774 Uk

smbstatus  SMBH —/NDEFIR N T R,
— nmblookup NetBIOSZ RIjfRR,
— smbclient  SMBY—/NIZEHFLX EEX TUIEE T,
— smbmount THTAXUDIIUE, mount -t smbfs EZF1i,

# smbstatus

# pdbedit 1—H % Samba version 3.5.4-0.70.el5_6.1
/eltc/passwd Samba (_;H:_;E)FH aA—HER PID Username Group Machine $ nmblookup MYGROUP
* passwd [ZHE/& 7136 student  student 010256901 (192.] duerving MYGROUP on 172.16.255.255

172.16.0.100 MYGROUP<00>

- Service pid machine  Connected at 172.16.0.200 MYGROUP<00>

public 7136 ¢010256901 ThuJul 7 11:45:38 2012

passdb
Locked files:
Pid Uid DenyMode Access R/W Oplock SharePath Name Time

# smbpasswd 1—44 7136 500 DENY_NONE 0x100081 RDONLY NONE ThuJul 7 11:45:38 2012
. . X tm . ulJu 40!
« NRAT—FER - —

Linux
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21209 (3) UNIX 2077031 W\ Funazhsds

* Sun Microsystemsft MG FE LB L 7= NFS( Network File System)
[ZUNIX/LinuxiBBEED 77/ ILEHE
— portmapper(RPC) [CRUBIHI G R— BB EEHZ1TD,

— BERIZRINIARRIUNIENS TILOEE | BIEFE,
(RedHatZR DT UL AN)L21E, CHEREIET B=HIZHITHNTLNS)

— Jetc/export TRHATALIN)ZEE . exportfs TERNET S,
T4LOKY) R ISAT N YT =0 (A Tay) [Fa2..]

H—/\ 22472k .
. NFS H—/ A T3>

nfsd - =
S8 e I i ro FENER(TI4ILE)
/etc/exports 3 (rpc.)mountd nfsiod W T

/work client(rw . — 5
(rw) ” portmap <—> portmap | root_squash, root 77 RBFERI—H

— S e

- no_root_squash  (¥vESTLAELY)
mount > all_squash 21—YEERI—HYA~
# exportfs . H [n_o—unt server:/work /mnt/nfs <vETY

H—I\. 9S54 T hES portmap FFORETILELH S
s DSAT ML IE mount ICKYBTARIDESIZHRAS

Linux
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21 200 (4) UNIX EQT 71V 382

I\ 5953 hrE

o H—/NHI{EZE

— portmap, nfsd ZEE), HEIZIGCHD T —/X(rquotad, lockd)HE2EIT 5,
— Jetc/exports ZHREL. exportfs ANVR TR - FEZRT 5,

o UTATUMAMEZE
— portmap &9 B,
—- XONERTT D

—o AT ay H—nNE& B[R TALIN)  IOUMRAUE

mount -t nfs

4 root_squash #&E
H— HSAF I hard  NFSY—/ ORI HEETERITERYET
S soft  NFS$—/ShSTLBESA LT INT B
. NPTk T nter  hard TR EREE
File : : size,  AHADTOvHH A X
System < : ,: wsize

K UID=0TO77tX

UID = EE 4 (nfsnobody)
—HIZEEHA

UID=0T®O77tX j
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21210 2UMT—9931PAOER N\ iFuo3Fnris

¢ 210FRE—E&
— 210.1 DHCPDE&RFE (2,D)
— 210.2 PAMEREE(3,A)
— 210.3 LDAPYZA 7 b DFIFAEE(2,D)

. WE
— DHCPIZL B TE
— PAMIZO—HILSY AT LI L BHEREE
— LDAPIEZEARM G FIBEDH (T —/\FEEX Level 3 DEEH)

Linux
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UFvOAFPNT=E—

I CA-T UV —-ZAHBI100FEmA"
-

»~' 210 (1) DHCPERSE

h

e DHCP(Dynamic Host Configuration Protocol) t— /NI 547 2k
2L, FUNT—VERBEHmRZT—EHIERHET 5,
— BRI 21EH
« IP7RL A, TR UM RY 2 yhT—4 - TO—RF 4 XN7RL A (NICERTE)
o BIRIDNSDIPTRL R KAV
o TIFINT—RIZADIPTRL R
— dhcpd DEXFE(ZL Jetc/dhcpd.conf 2L D,
— /var/lib/dhcp/dhcpd.leases T, EHFHDIEHRETER

/etc/dhcpd.conf /var/lib/dhcp/dhcpd.leases
default-lease-time 600; lease 192.168.21.34 {
max-lease-time 7200; starts 2 2012/08/23 19:23:11;

option subnet-mask 255.255.255.0; ends 3 2012/08/24 19:23:11;
( option IZ&AHEBDEHER) hardware ethernet 11:22:33:44:55:66;
option routers 192.168.21.1; uid 11:22:33:44:55:66;

client-hostname “h034”;

subnet 192.168.21.0 netmask 255.255.255.0 { }
range 192.168.21.10 192.168.21.200;

host printer {
hardware ethernet xx:xx:XX:XX:XX:XX;
fixd-address 192.168.21.5;

}

. Linux }
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/71 210 (2) PAM A\ 555377

e PAM: Pluggable Authentication Module
— A—H—FEEERWIZITOLnuxDIERE, 7T — a3  DIEEET B
E7RLL FTLOWEREE S —EANDR AT, [BHRO— T EEAAIEE,

— Jetc/pamd NOF7 ) r—30 (A RPT—EV) ERICEAFHOT7AIL
TE&I Do

(2471 [avbo—L] [EVa2—a] BIEE-)

R —EX PAM
7 )b = = o O ~ ~ =
i | i [ p auth A—H—B(A—H—4% . /SRT—F, ICh—FETARARER)
| |
BAM mod-A mod-B mod-C account A —YHOELIE (AR, #ERAE)
password /NRT—FDZEBEEFER AL
session 21— R DREIZRICTINE
App -A App -C
oy (Aep pp
App-B ) (App-D #t
Jete/pam.d/system-auth requisite n;;g;—/l/ﬁ)NGfﬁ i, Bi7rmtxzdik L, #FHIERK
H#%PAM-1.0 required EFEV2—BNGR L, KV DORZ A T 2B Lk, K
# This file is auto-generated. %9,
# User changes will be destroyed the next time authconfigis run. | sufficient TV 2 —LBRO0KND, EREAOKZR I & i
auth required pam_env.so optional W—% A 7031 >0H (85 BH)LAME, BGE A &I 5
auth sufficient pam_unix.so nullok try_first_pass = A AN
: include il 7 7 A IVDERK T FAIATe
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2 211 BRA-NY—ER AN o

« 211FHE—E
— 2111 EFA—ILY—/DEH(3,B)
— 211.20—HILDEBEFA—ILEREEEIET 5(2,D)
— 2113 E—RDEFA—ILFEEEIET 5(2,B)

- BE
— A=Y AT LIZZREBHOY — /DR EIELHTE
— A=Y AT LRREORAEYTAN L
— A= ILERORBANE (LERIGA—ILH—/N)
o EX{EH—/\: sendmail, Postfix
« {EH—/\:Dovecot, Curier-IMAP, procmail
« ZJOR3JL :SMTP, POP3, IMAP4

Linux
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I CA=-TV—-ZAHBI100FEmAE"
-

(1 ) )(—}l,'lj'—[\wg UFvoOAFPNF=—
BFA—INTEEEZETHEADERY, BRI TA4T7 N
—N\TIILKEETOT T LG HIFET S,

— MTA (Message Transfer Agent) S} EREDA—ILIXEZELTD,

— MDA(Message Delivery Agent) B " —/NI~ADA—)LDBEE (L —HZEY
RU)E1TS, U —/SWIZEACT= Local MDAL, AERANZEA—ILEED
remote MDAA B,

— MUA(Message User Agent) LN\ B A—ILY TN, VAT UMDY — L,

— ERIATIEAZA—ILL LE OB S MNDSHIZHlMES N TINS,

« MRA(Mail Retrieval Agent)*— /LRy AEMUAIZIRHE, (ZEH—/N)

,— =~

« MSA(Mail Submission Agent) MUADNSDIXEE TS, (EEH—/N)

i

MTA  Sendmail, Postfix, gmail

OA—IH =3~ MDA  Procmail, Dovecot, Curier-IMAP

MUA Thunderbird, Sylpeed,
Outlook, Becky!, Eudola

E)REZFRIELEVIREZ

Linux
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2211 (2) A—ILR{EY -1 I\ U5y 537 nE"
EARMIZIXL Postfix DEEEIZET HHBEMNZ VA, sendmail EFF
HI 2NN ERRELTD,

— Postfix & /etc/postfix/main.cf [ZTE&E (BEBEYL AR I master.cf) 95,

— sendmail £FE@EERS> ( newaliases, /etc/aliases , ~/.forward &)t H &,

» To: bar@other.net
F 7% postfix DERTEE to: who@my.com From: who@my.com

= mydistination

myhostname A—I)LY—/ KRR _ § \@
(51 : smtp.my.com ) \@A\m

mydomain FriE@ 9 AK AL > %4 (my.com) : \ e .t.h .

/ , other.ne

myorigin EHAD@LUT A EREEFIC
#H52 9 H1E (my.com)

inet_interfaces {9 % NIC (all)

mydestination ~O—AJLEEET BRA K
3E5E (my.com)

mynetworks BRELP#@T HRVET—2
(my.com, xx.xx.255.255 )

sneo .
(posteonteaEmERER) DNSERE ,
MX 10 smtp.my.com @ fishy.net

Linux
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I CA=-TV—-ZAHBI100FEmAE"
-

UFvORAFPNT=E-

21 211 (3) A= BEH— I

* Procmail

— ZEA—IILOBBIIRY DT, SPAMA—ILXTRIZF] A,

— LYEEREFN DL —IUZRVA—LORTE, Ik, 7075 LRSI E1T5.
 Dovecot [£POP3/IMAPAIZXT i

— Jetc/dovecont.conf TEXE | protocols = pop3 pop3s imap imaps

LK i

\? ( MDA (Local) 7\ (lete/procmailre, ~/.procmailre) Ny I
J MTAHS 0 [23710avoI74IL] B AXDHFIVY
SPAML UANA o [ KM c FLE A A E—SERT
I Toay :0
—HHECIEA * ~Subject:.*Info.*
-+ ﬁﬂ(hy]}n SMAILDIR/infomail 32
:0 ! FHEE
O <> AvE—UHAR
? TOUSLEERT
W iz
MUA
e T7AIVE BEI7AIAREF
) . r'--) Iwho@my.com  Avt—IgiE
BBIRY 515 [l @y = :
= . ' | prog TOUSLASIEET
- ="jjor

y  Linux
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212 SRF7 L EF1)71

212F RE—&

212.1 IL—3—%HE AT 5(3,A)

212.2 FTPH—/NDIRFE(2,A)

2123 ¥ 27 )L (SSH) (4,B)

212.4 TCPZ/8—(1,D)
212.5 42T 4255 (3,D)

.+ MBI

FVNI—0tFa) TR HR#EE. BET—EX
FTPOE % 1— (Anonymouse)Z% X . iptables, JL—4 & 7E . OpenSSH
IREEFH X T o558, =ELBEL NI

y  Linux
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UFvOAFPNT=E—
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212 (1) iptables

UFvORAFPNT=E-

I CA=-TV—-ZAHBI100FEmAE"
-

e iptables (/N YNNI AILB— TF7AN—"J4—)L)

— RYS—(FEH)EIL—ILIZEDT, 74 yREOSL AL THI1E,

— BREY—NZEKEFELLEWEF )T FIEA R BE (TCP Wrapper 134K 7%)
— NICEIZ3DDF A (T—2 &) & EF (INPUT, OUTPUT, FORWARD),

FA
77
(H—/\)
oS
INPUT OUTPUT
NIC |
FORWARD
iptables 3E 215
SMTP_ | Web _
yhpxzp | =3 TS5
—> :
S . serverl
_ ______ 25
= A
LA I

y  Linux
Professional
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1
F
- FIAY B—Fub

AAFIAY JL—IL(LLR)

-p7AkaL

d /-sTFLR
——-dport / --sport 7k—
S e iy

iptables—P INPUT DROP
iptables —P FORWARD DROP

iptables —A INPUT —d 127.0.0.1 —j ACCEPT
iptables —A INPUT -p icmp —d BIP —j ACCEPT

A—7yk
ACCEPT
DROP %
LOG
syslog
\$
\/—
iptables —F
JOTRE
——————— >
Y
LRRUR

FhATay

BENBRT

R EHIBR
R)—EH
IL—ILESR

lcmp, tcp, udp DIEFE
JESE/EHIPTRLR
sas/EHIR— &S
L—ILDE— bk

[ INPUT Tl {E ]

iptalbes —A INPUT —p tcp —d BIP --dport 25 —j ACCEPT
iptables —A INPUT —p tcp —d BIIP --sport 80 —J ACCEPT
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2! 212(2) OpenSSH & I\ 5 n 3P

o SSHIZDWTIX, ZDOMHEHEIMLEFZE A EM AN EEIND,
— NEBEIEIOANZ R L, H—/NFHTE (/etc/ssh/sshd_config)
~ZOR3JLIZIZ Ver.1 (RSA), Ver.2(RSA,DSA) Y& BH ., Ver. LT F 474z

ANEABEEREID AN =X L (3R #%) /etc/ssh/sshd_config
PV F—1 X7 SSHD BREHE (i)
9217/ I I P— .
Port sshdD #5521 R — F & E(22)
Protocol SSHZ o hajdn—2 = 1,2 ZREQ)
®ﬁ*l\7ﬂzm olampesiz LoginGraceTime FRED X A 27 © b [B/453] (2m)
I B PermitRootLogin sshz Il L7z 2 —H —rootDEIET 71 & FF
A (yes)
Password WA — RRGEZ A =R TR Thr
. @FELFERK Authentication A v ERBDD (yes)
@7 7 RAER ChallengeResponse ~ SSH1DF v L V& L AR AFRFED A H(yes)
5986243 }\ Authentication
| AllowUsers A ATRE 72 Linux~—% D U 2 ~(72 L)
X11Forwarding X11 O — MREO A H(yes)
ZFDMIFAIL
~/.ssh/id XXX .............. B 8 (xxx[drsa, dsa) (ERQD)
~/.ssh/id_xxx.pub ......... ARREOD)
~/.ssh/known_hosts ....... RAFZEIE—E

~/.ssh/authorized keys .. AB#E—& (FQ)

Linux
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212 (3) OpenSSH K—h i 10 S5y A neal

o
o SSHOSABIEL TR—MNEENEBEINS,
— SSHOAHMAEFIALT. FEODBREEEEIL(R—II+T7—T127)
— —B SSH vyl avzEfEiL &, U— N\ TEREZTD, V747 UNIFEENR
—MNZEHw T Do

R—b, D4+ T—T 4 12 &L BPOPEIE DL

R—bI+0—F427":

Before 1. ARy avDHEL
2347k Y=, $ssh -L [AR—F[H—N][EER—F 1—F@y—n
EhfgR—k
32,000~65535 2. BAR—b~DEH
EE) POP3 (MUADREEZE. H—/3:110 — localhost: HR—F)
MUA ._I_(.,‘)To:svcs IO:F,) R—k 110

#HE) sshd [E TCP Wrapper i

After
- - /etc/hosts.deny
2547~k F=N sshd: 7Ot RZ 1) AMALL)
MUA R—h B POP3:110
y |
5 > . /etc/hosts.allow
AR—h: 8110 TR oy SSH:22 sshd: 742 REF A R

4
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213 57Ny 1—F42 9 I\ 575357 n7=-
« 213FE—E

— 2131 T—MRBEDHEBIET - OA—F DT T IV 2—TFT 1277 (4,B)

— 213.2 — 7R RIE T #E R T 5(5,B)

— 2133V RT LN —ADEEE R H(5,D)

— 2134 IRIBERE DR EZ R T 5(5,D)

« WE
— BEEREELEFELADN TILIZDOWTHORREEZRHEXTE A
— LPICLANJLT 2002 TORFHANE
— HRUERICHBEELE L0, BIZERINENNE

Linux
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21213 (1) g 7710

\

I CA=-TV—-ZAHBI100FEmAE"
-

UFvORAFPNT=E-

s BADNITIVIZDWTCTIRAZHTET HE=HI2IFX. AT T71IL%E

BT ODENER,

— O 774 DOEEEME, BEITRORE,
— BT OE AT EEEFEINED, T7AILEPaTURAE bbb,

O DAN=X L

fvar/log TDEEAT IT7AIL

I7 L%

messages(t) AT LIZET R EMAILIER
secure(t) SREEIZRET 51 M

dmesg T—rEDAYtE—D(HWF YY)  dmesg
cron(t) A7 a— )VETICEAT 5D

lastlog(b) A—HEORKROTAUER lastlog
rompkgs(t) NI —D AU R—ILIRIR

yum.log(t)

wtmp(b) 04 VERE last
utmp(b) AT Ao —FDIER who, w
xferlog(t) FTP 774 JLERE ST £%

i)

« J7AIE : (1) THFRAMEH., b/ S AFURK
« HTTPD (& /var/log/httpd/access_log, error log, fIZ% samba, squied %

y  Linux
Professional
Institute

Ring Buffer

dmesg <—>| /proc/kmsg

\’

klogd

Jetc/

syslog.conf

# tail -f /var/log/messages
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ﬁ
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f‘r\«én

213 (2) 317 5VER

el winly

I\ 5o n 3P hsas

» FATZIDEMBARICEIT oF vy AFROBAEBIAINC

5 LEEIZDOWNTEITE1TS

- EEX \dJ(EHATATIIERR), |dC0nfig(5’(7\5'):\:)V‘y°/:l_¢§fi)
— BIVEBER: Itrace(TATZURERNHL), strace (AT LO—IL, S5 FIL)

1dd & 1dconfig M E 1715

ltrace& strace D E 171

Sldd /usr/sbin/sshd
linux-gate.so.1 => (0x00110000)
libwrap.so.0 =x>/lib/libwrap.s0.0 (0x007fb000)
libpam.so.0 => /lik/libpam.so.0 (0x0038d000)

Sldd /usr/sbin/rpc.mountd | grep lib

libwrap.so0.0 => /lib/libwrap.sq|

libwra
# /sbin/ldconfig -p P

TCP Wrapper &

561 libs found in cache ‘/etc/ld.so.cache'
libz.so.1 (libc6) => /usr/lib/libz.so0.1
libz.so (libc6) => /usr/lib/libz.so

# /sbin/ldconfig [lib /usr/lib /[usr/local/lib

# /sbin/ldconfig -p

569 libs found in cache ‘/etc/ld.so.cache'
libz.so.1 (libc6) => /usr/lib/libz.so0.1
libz.so (libc6) => /usr/lib/libz.so

y  Linux
Professional
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4

S ltrace date

__libc_start_main(0x8049610, 1, Oxbfad4604, 0x80508a0, 0x8050890
<unfinished ...>

setlocale(6, “”) ="C"
bindtextdomain("coreutils", "/usr/share/locale") = "/usr/share/locale"
textdomain(“coreutils”) = "coreutils"
___cxa_atexit(0x804bea0, 0, 0, 0x8054920, Oxbfad4568) =0
getopt_long(1, Oxbfad4604, "d:f:l::r:Rs:u", 0x8054040, NULL) = -
nl_langinfo(131180, Oxbfad4604, 0x8051a0d, 0x8054040, 0) = 0x8c23b9
clock_gettime(0, Oxbfad4548, 0x8527f1, 1, Oxbfad4604) = 0

localtime(Oxbfad4444) = 0x8f4300
strftime(“ Sat”, 1024, “ %a”, 0x8f4300) =4
fwrite(“Sat”, 3, 1, 0x8f14c0) =1

S strace date

execve("/bin/date", ["date"], [/* 25 vars */]) =0

brk(0) = 0x941e000
access("/etc/ld.so.preload", R_OK)
open("/etc/ld.so.cache", O_RDONLY) =3

fstat64(3, {st_mode=S_IFREG| 0644, st_size=43872,...})=0
mmap2(NULL, 43872, PROT_READ, MAP_PRIVATE, 3, 0) = 0xb7f2a000
close(3) =0
open(“/lib/librt.so.1”, O_RDONLY) =3

=-1 ENOENT (No such file or directory)

4
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21213 (3) YAFLEHEOM

UFvORAFPNT=E-

I CA-T UV —-ZAHBI100FEmA"
-

« AT AIZEHT B!

EHE /proc T7AIL AT LIZLD,

— EE[E sysctl AXVRPUZ AL U230 T, TTA 2 Vi) TRV,

« FIHMEREI7AILELETFTIVY,

— O A4 IZEEE (Jetc/login.defs, /etc/profile, /etc/profile.d, ~/.bashrc),
o VATLRRFBIRRITUREIIN S TILOREZRRICIHE,

F7%4 /proc FOI77AILEE

/proc/mdstat
/proc/modules
/proc/mounts
/proc/swaps
/proc/version

/proc/sys/kernel/h
ostname

/proc/sys/kernel/
modprobe

/proc/sys/net/ipv4
/ip_forward

y  Linux
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RAID #& R

BAFHAEDI—IL—E

T IUNEHITAIND AT LEF T3y
SWAP 74 JLIKIR

N—23 15 (uname -a fBE)

TRRAR£ (K AL % (X domainname)
modprobe AY R D /R4

NIC/ 4w EniE DA (1) E(0)

ST IS a—MZTEIIDaATUR

rdev IW—hTINAAFKTR

Isdev, Isusb, Ispci ~ H—RILBEEHTNARA—E

Isusb RIVNEHITFAIIRTLEA T Ay
meminfo SWAP 74 JLIKIR

Isof FERFB)Y—RART

strings INAF)ITF7AIVIZEENDXFF
setserial )T ILTINA AR

Ismod A—REAED21—IL—FE

205(2) R~y RI—HHE2
205(3) FykD—HERE S
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