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Ver. 3.5 
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LPIC Level 1 101, 102,  Level 2 201 
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CentOS 5.6 
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201 Linux

201
201.1 (2,A)

201.2 (2,A)

201.3 (1,D)

201.4
( 2,A)

201.5
/ (3,A)

* ( ) B: (Basis) A: (Application) D: (Details)
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201(1) 

Kernel

2.6.18-238

Kernel

2.6.18-238-xen

Kernel

2.6.18-238-PAE

Kernel

vga16fb.ko
vfat.ko
jdb.ko

etc

uname a

/lib/modules
insmod

modprobelsmod

depmod

rmmod

modinfo

(2) (6) (18)

8
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201(2) 

9

make 
2.6 3.x

/usr/src/linux

config (Kernel 3.4 3,200) menuconfig, xconfig
/boot/config* /usr/src/linix-XXX/.config oldconfig

$ make mrproper

$ make config

$ make

# make modules_install *

# make install # installkernel   VER*  arc/xxx/boot/bzImage  System.map

# mkinitrd

# vi  /etc/grub.conf

VER*
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202 

202
202.1 (4,B)

202.2 (4,A)

(GRUB)

inittab

10
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LLiinnuuxx  

202(1)

OS (Stage1,2)

HW init

init

Step-3

(Stage2)

Step-4
HW

RAM *3
(initrd)

BIOS
Step-1
HW *1

MBR

Step-2
MBR*2

(Stage1)

*1 POST : Power On Self Test
*2 MBR: Master Boot Record

OS 

GRUB

Step-5
init
(pid=1)

init

deamon

/etc/inittab

init

Ubuntu
/etc/event.d/rc-default

*3 RAM

11
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202(2)/etc/inittab

init

init 
) ID: : :

# 
id:3:initdefault:

# 
si::sysinit:/etc/rc.d/rc.sysinit

# 
l0:0:wait:/etc/rc.d/rc 0

l6:6:wait:/etc/rc.d/rc 6

# CTRL-ALT-DELETE

ca::ctrlaltdel:/sbin/shutdown -t3 -r now

# 

pf::powerfail:/sbin/shutdown -f -h +2

# 

1:2345:respawn:/sbin/mingetty /dev/tty1

/etc/inittab ( )

initdefault

sysinit

boot

bootwait

once 1

wait 1

respawn

powerfail UPS

crtlaltdel [Ctrl] + [Alt ]+ [ Delete ]  

12
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202(3)

Linux

chkconfig (RedHat), update-rc.d(Debian), insserv(SuSE)

/etc/init.d
(/etc/rcN.d)

(S or K )( )( )
/etc/rc3.d/S95atd

[root@server1 ~]# /bin/ls -l /etc/rc?.d/*atd
lrwxrwxrwx 1 root root 13 May 14 12:36 /etc/rc0.d/K05atd -> ../init.d/atd
lrwxrwxrwx 1 root root 13 May 14 12:36 /etc/rc1.d/K05atd -> ../init.d/atd
lrwxrwxrwx 1 root root 13 May 14 12:36 /etc/rc2.d/K05atd -> ../init.d/atd
lrwxrwxrwx 1 root root 13 May 14 12:36 /etc/rc3.d/S95atd -> ../init.d/atd

[root@server1 ~]# chkconfig list
atd 0:off 1:off 2:off 3:on 4:on 5:on 6:off
auditd 0:off 1:off 2:on 3:on 4:on 5:on 6:off
autofs 0:off 1:off 2:off 3:on 4:on 5:on 6:off

[root@server1 ~]# chkconfig --level 2345 auditd off
[root@server1 ~]# chkconfig --list auditd
auditd 0:off 1:off 2:off 3:off 4:off 5:off 6:off

RedHat

0

1,s

2 NFS

3 CUI

4

5 GUI

6

*) Debian 2, 4 GUI

13
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202(4)

GRUB 
Windows OS

64bit LILO *

/boot/grub/grub.conf /etc/grub.conf

MBR grub-install 
# grub-install /dev/hda

title CentOS (2.6.18-238.9.1.el5)
root (hd0,0)
kernel /vmlinuz-2.6.18-238.9.1.el5 ro root=/dev/hda1
initrd /initrd-2.6.18-238.9.1.el5.img

hda ha
/vmlinuz -
/initrd - RAM

/boot/grub.grub.conf

title

root

Kernel

single

root

Initrd RAM

14

*)LILO 1 102.2
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203 

203
203.1 Linux (4,A)

203.2 Linux (3,A)

203.3 (2,A)

203.4 udev (1,A)

ext2/3/4, XFS, RaiserFS

SWAP mkswap, swapon, swapoff

15
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203(1)

Ext3/4, XFS, JFS 

FS

inode

cryptsetup
# cryptsetup y  create  /dev/xxxx

# cryptsetup remove   

Ext2/3/4 XFS ReiserFS

mke2fs mkfs.xfs mkreiserfs

dump/restore xfsdump/xfsrestore

e2fsck  xfs_check reiserfsck

tune2fs xfs_admin reiserfstune

debugfs xfs_info ( ) debugreiserfs

inode

Dir01 #01 rwxrwxrwx

FileA #08 rw-rw-rw-

FileB #25 rw-------

Data

01 02 03 04 05 06 07 08 09 10

11 12 13 14 15 16 17 18 19 20

21 22 23 24 25 26 27 28 29 30

31 32 33 34 35 36 37 38

16
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203(2)

/etc/fstab

(-t) (-o)
(,)

mount  [ -t  FStype ]  [-

FStype

ext2 Linux 

ext3 ext2

ext4 Ver.3 

reiserfs

xfs

udf DVD CD iso9660

vfat Windows / USB

nfs UNIX

smb Windows

proc

Opt

async

sync

atime / noatime i-node (no:

auto / noauto mount a (no: )

exec / noexec no:

suid / nosuid SUID, SGID no:

ro Read only 

rw Read Write ( )

uid = xxx/ gid =xxx UID GID 

users/nousers no:

dev / nodev no: proc

default async,auto,dev,exec,nouser,rw,suid

* /proc/filesystems

17
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204 

204
204.1 RAID (2,A)

204.2 (1,D)

204.3 (3,A)

RAID : Redundant Array of Inexpensive /Independent Disks
HDD RAID RAID

OS RAID RAID
LVM: Logical Volume Manager
HDD

18
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RAID-0

204(1)RAID

RAID
RAID-0

RAID-1

RAID-4

RAID-5

RAID mdadm (
--create, -C --manage, -M --misc

2 3 4

A B
1 3 2 4

RAID-1

A B

RAID-4

A B1 23 4 Ca b

2 3 4 2 3 4

RAID-5

A B1 2 Cc

2 3 4

34 b5 6 a2 3 4 2 3 4

[1] [2] a
A

[ 1 ]  = [ a ] [ 2 ]

19
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204(2)LVM

LVM

PV(Physical Volume) : HDD

VG(Volume Group) : PV 

LV(Logical Volume) : VG

PE(Physical Extent) (LV )

VG: 

PV

LV

PE
PE

PE
PE

PE
PE

PE
PE

PE
PE

PE
PE

PE
PE

PE
PE

PE
PE

PE
PE

PE
PE

PV
pvcreate

VG
vgcreate VG

LV
lvcreate L n LV  VG

pvdisplay, pvs
vgdisplay, vgs
lvdisplay, lvs

LVM

20

HDDHDDHDDHDD

RAID

HDD RAID LVM
mkfs mount
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205 

205
205.1 (3,B)

205.2 (4,D)

205.3 (5,A)

205.4 (1,D)

IP )

OpenVPN IP

IPv6

21
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205(1)

NIC
# ifconfig NIC IP / ( netmask )  up / down
# iwconfig NIC essid

# route  add  default  gw IP
# route  add  -net  / gw IP

/etc/hosts  -
/etc/hostname RedHat network HOSTNAME
/etc/resolv.conf DNS IP
/etc/sysconfig/network (RedHat)
/etc/sysconfig/network-scripts/ifcfg-NIC NIC (RedHat)
/etc/network/interfaces NIC (Debian)

(ssh=22, smtp=25 ) IP

22
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205(2)

IP
NIC IP NIC NIC

NIC 192.168.78.129 IP
# ifconfig eth0:1 192.168.78.130/24 up
# ip addr show eth0
2: eth0: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc pfifo_fast qlen 1000

link/ether 00:0c:29:62:21:55 brd ff:ff:ff:ff:ff:ff
inet 192.168.78.129/24 brd 192.168.78.255 scope global eth0
inet 192.168.78.130/24 brd 192.168.78.255 scope global secondary eth0:1

RIP, OSPF, BGP (routed, Quagga)

# echo 1 > /proc/sys/net/ipv4/ip_forward

/proc/sys/net/ipv4/icmp_echo_ignore_broadcast ping 
/proc/sys/net/ipv4/icmp_echo_ignore_all ping 

23

NIC

NIC
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205(3)

netstat

lsof i:

tcpdump
NIC

arp
ARP MAC

192.168.0.1 
# netstat -rn
Kernel IP routing table
Destination     Gateway         Genmask Flags Metric Ref    Use Iface
192.168.78.0    *               255.255.255.0   U     0      0        0 eth0
192.168.67.128  *               255.255.255.0   U     0      0        0 eth1
127.0.0.0       *               255.0.0.0       U     0      0        0 lo

24
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206 

206
206.1 make (4,A)

206.2 (3,D)

OSS(Open Source Software)

Amanda, Bacula, BackupPC

25
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206(1)

TAR

.tar .tar.gz / .tgz gzip .tar.bz2 bzip2

GNU configure gcc

$ make
# make install

$ wget http://core.ring.gr.jp/pub/GNU/help2man/help2man-1.40.4.tar.gz

$ tar xzvf maKhelp2aKman-1.40.4.tar.gz
help2man-1.40.4/
help2man-1.40.4/NEWS

:
$ cd help2man-1.40.4
$ ./configure
checking for perl... perl

config.status: creating Makefile
$ make
perl help2man.PL
Extracting help2man (with variable substitutions)
$ su
Password:
# make install
./mkinstalldirs /usr/local/bin

$  tar  xzzvf tarball .tar.ggz

$  tar  xjjvf tarball .tar.bbz2

tar

$  gunzip tarball .tar.gz

$  bunzip2 tarball .tar.bz2 

$  tar  xvf tarball .tar

tarball

26
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206(2)

Full Differential Incremental

tar, cpio, dd, dump/restore, rsync

Full
Backup

( ) ( ) ( )

2

2

tar

$  tar cvf
$  tar xvf

cpio
$ ls | cpio -o  > 
$ cat |  cpio -id

dd
$ dd if= of=

dump /
restore

root ( )
# dump  -0uf   
# restore -rf

rsync
$  rsync -auv --delete

*)

27



© LPI-Japan 2012. All rights reserved.© LPI-Japan 2012. All rights reserved.

xfsdump/xfsrestore

XFS xfsdump xfsrestore

dump/restore

28

# xfs_info /xfs
meta-data=/dev/sdb1 isize=256    agcount=4, agsize=6336 blks

= sectsz=512   attr=2
data = bsize=4096   blocks=25344, imaxpct=25

= sunit=0      swidth=0 blks

# xfsdump -l 0 -f /work/xfd.dump.0 /xfs
xfsdump: using file dump (drive_simple) strategy
xfsdump: version 3.1.0 (dump format 3.0) - type ^C for status and control
======================= dump label dialog ========================
please enter label for this dump session (timeout in 300 sec)
-> weekley
session label entered: "weekley
--------------------------------- end dialog ---------------------------------
xfsdump: level 0 dump of fedora170.ycos.net:/xfs
xfsdump: dump date: Mon Oct 29 13:35:02 2012

======================= media label dialog =======================
please enter label for media in drive 0 (timeout in 300 sec)
-> full backup
media label entered: "full backup"

# xfsrestore -I
file system 0:

fs id: 1a71d93b-b758-402f-a710-f923997948e3
session 0:

mount point: fedora170.ycos.net:/xfs
device: fedora170.ycos.net:/dev/sdb1

# xfsrestore -f /work/xfs.dump.1 /xfs
xfsrestore: using file dump (drive_simple) strategy

# xfsrestore -f /work/xfs.dump.0 -i /xfs
xfsrestore: using file dump (drive_simple) strategy

-> ls
131 sylpheed-3.2.0/

-> cd sylpheed-3.2.0
-> add TODO
-> add README
-> extract
--------------------------- end dialog ----------------
xfsrestore: restoring non-directory files
xfsrestore: restore complete: 31 seconds elapsed
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207 

207
207.1 DNS (2,B)

207.2 DNS (2,B)

207.3 DNS (2,D)

BIND Ver9

chroot jail dnssec-keygen

29
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207(1)DNS

DNS (Domain Name Server)
IP

DB

jpau cn com biz

cone go

yahoo

root 13

TLD: Top Level Domain
www.yahoo.co.jp. ?

www

ISP NS
yahoo NS sony sharp

headlines

weather
finance

honyaku
loco

chiebukuro

ac ed

NS: Name Server

: NS
NS

( ) sony
sharp

xxxx

30
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207(2)

DNS
DNS BIND Ver 9 

2

/etc/named.conf

/var/named/

/etc/resolv.conf NS

$TTL  1D
xxx.com. IN SOA xxx.com. root.xxx.com. (

20120101 1D 12H 1W 10D )
IN NS ns.xxx.com
IN MX 10 mail1.xxx.com.
IN MX 20 mail2.xxx.com.

ns IN A 192.168.0.10
mail1 IN A 192.168.0.11
mail2 IN A 192.168.0.12
h101 IN A 192.168.0.101
www IN A 192.168.0.100
www IN A 192.168.0.110
host IN CNAME h101 

search  xxx.com
nameserver 192.168.0.10
nameserver 202.192.xx.212

options {
var

:
};

type master;
mydomain.zone

}
:

/etc/named.conf /var/named/mydomain.zone

/etc/resolv.conf

RR

A
IPv4

AAAA IPv6 

PTR IP

NS

MX

CNAME

SOA

RR: )

31
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207(3)DNS

DNSSEC

ZSK : Zone Signing Key

KSK : Key Signing Key
ZSK KSK

TSIG : Transaction Signature

32

ZSK

KSK ZSK

TSIG
$ dig  xxx.example.com   +dnssec

# dnssec-keygen -a RSA -b 1024 -r /dev/urandom -n ZONE .
# cat K +001+12668.key >> 
# dnssec-signzone -o 
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202

208 Web

209 

210 

211 

212 

213 



© LPI-Japan 2012. All rights reserved.© LPI-Japan 2012. All rights reserved.

208 Web

208
208.1 Web (3,B)

208.2 Web (2,B)

208.3 (1,D)

Web Apache 2.x squid 

Web 

(squid.conf acl, http_access allow/deny )

34
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208(1)Apache Web

Apache 
Apache (http://www.apache.org, http://www.apache.jp )

httpd.conf

http://www.uso800.com/XXX/

/web/html/

DocumentRoot /web/html

AuthType Basic
AuthName
AuthUserFile

htpasswd
Require valid-user

</Directory>
DirectoryIndex index.html
index.htm index.php
Alias  /images  /web/images
ErrorDocument 404 /notfound.html

httpd.conf

www.uso800.com

XXX/index.html

htpasswd

htdigest

.htpasswd

AccessFile .htaccess

AllowOverride AuthConfig
:

</Directory>

httpd.conf

AuthType Digest
AuthName

/web/html/
YYY/.htaccess

35
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208(2)

Web Web

IP
DNS IP IP

NameVirtualHost 192.168.0.100

<VirtualHost 192.168.0.100>
ServerName www.uso800.com
DocumentRoot /web/uso800

</VirtualHost>

<VirtualHost 192.168.0.100>
ServerName www.dema.com
DocumentRoot /web/dema

</VirtualHost>

httpd.conf

dema

uso800

.101

Document
Root

<VirtualHost 192.168.0.100>
DocumentRoot /web/xxx/html

</VirtualHost>
<VirtualHost 192.168.0.101>

DocumentRoot /web/xxx/html
</VirtualHost>
<VirtualHost 192.168.0.102>

DocumentRoot /web/xxx/html
</VirtualHost>

httpd.conf

192.168.0.0

.100

www.xxx.com

www.xxx.com. IN  A  192.168.0.100
www.xxx.com. IN  A  192.168.0.101
www.xxx.com. IN  A  192.168.0.102

DNS

IP

.102

36
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208(3)

Apache
StartServers Apache

Min/MaxSpareServers

MaxClients

KeepAlive TCP

StartServers (8)

MinSpareServers(5)

MaxClients(256)

MaxSpareServers(30)

Apache 

Client ServerSYN

ACK/SYN

:

ACK

FIN

ACK/FIN

FIN
ACK

MaxKeepAliveRequests

KeepAliveTimeout

:  Time out , RST

37
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209 

209
209.1 Samba (4,B)

209.2 NFS (4,A)

Samba Windows Network 

NFS UNIX

TCP Wrapper 

38
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209(1) Windows 1

Microsoft Windows Network 
smbd TCP 139,445 nmbd

:UDP 137, 138 winbind

Linux , Windows 

/etc/samba/smb.conf [ ]

[global] Samba

# Sample smb.conf
[global]

workgroup = MYGROUP
server string = Samba %v

; netbios name = MYSERVER
log file = /var/log/samba/log.%m
max log size = 50
security = user
passdb backend = tdbsam

[homes]
comment = Home Directories
browsable = no
writable = yes

[public]
comment = Public apace
path = /tmp
read only = yes
write list = @users

Windows 

WORKGROUP

Samba
smbd

testparm

Global 

workgroup

os level
32:Domain controller 20:Samba 16:NT 1:Win9x/Me 

domain master

security (SHARE,USER,SERVER,DOMAIN,ADS)

39
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209(2) Windows 2

Windows 
share: user:Samba server:Windows domain/ads:Win

/etc/passwd pdbedit, smbpasswd

smbstatus SMB

nmblookup NetBIOS

smbclient SMB

smbmount mount  -t  smbfs

passdb

/etc/passwd
#  pdbedit

Samba ( )
passwd

#  smbpasswd

# smbstatus
Samba version 3.5.4-0.70.el5_6.1
PID     Username      Group         Machine                        
-------------------------------------------------------------------
7136      student       student c010256901   (192.168.78.1)

Service      pid machine       Connected at
-------------------------------------------------------
public       7136   c010256901    Thu Jul  7 11:45:38 2012

Locked files:
Pid Uid DenyMode Access     R/W     Oplock SharePath Name   Time
---------------------------------------------------------------------------
7136  500  DENY_NONE  0x100081  RDONLY  NONE    /tmp . Thu Jul 7 11:45:38 2012

$ nmblookup MYGROUP
querying MYGROUP on 172.16.255.255
172.16.0.100 MYGROUP<00>
172.16.0.200 MYGROUP<00>

40



© LPI-Japan 2012. All rights reserved.© LPI-Japan 2012. All rights reserved.

209(3) UNIX 1

Sun Microsystems NFS( Network File System)
UNIX/Linux

portmapper(RPC) 

RedHat 2

/etc/export exportfs

File
System

(rpc.)mountd

portmap

nfsd

/etc/exports

portmap
mount 

/work  client(rw)

# mount server:/work  /mnt/nfs
mount

NFS 

ro ( )

rw

root_squash,

no_root_squash

root 

all_squash

41

nfsiod

portmap

# exportfs

/
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root_squash

NFS

209(4) UNIX 2

portmap, nfsd (rquotad, lockd)

/etc/exports exportfs

portmap

File
System

UID UID

UID = (nfsnobody)

NFS mount

hard NFS

soft NFS

inter hard 

rsize, 
wsize

42

mount   -t nfs -o 
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210 

210
210.1 DHCP (2,D)

210.2 PAM (3,A)

210.3 LDAP (2,D)

DHCP

PAM

LDAP Level 3 
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210(1)DHCP

DHCP Dynamic Host Configuration Protocol

IP NIC

DNS IP

IP

dhcpd /etc/dhcpd.conf

/var/lib/dhcp/dhcpd.leases

default-lease-time 600;
max-lease-time 7200;
option subnet-mask 255.255.255.0;

option 
option routers 192.168.21.1;

subnet 192.168.21.0 netmask 255.255.255.0 {
range 192.168.21.10   192.168.21.200;
host   printer {

hardware ethernet xx:xx:xx:xx:xx:xx;
fixd-address  192.168.21.5;

}
}

/etc/dhcpd.conf

lease   192.168.21.34  {
starts  2  2012/08/23  19:23:11;
ends  3 2012/08/24  19:23:11;
hardware ethernet 11:22:33:44:55:66;
uid 11:22:33:44:55:66;
client-

}

/var/lib/dhcp/dhcpd.leases

44
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#%PAM-1.0
# This file is auto-generated.
# User changes will be destroyed the next time authconfig is run.
auth required   pam_env.so
auth sufficient pam_unix.so  nullok try_first_pass

:

210(2)PAM

PAM Pluggable Authentication Module
Linux

/etc/pam.d

PAM

App -A

App -B App -D

mod-A

UNIX

mod-B

LDAP

mod-C

AD

App -C

auth IC

account

password

session

requisite NG

required NG

sufficient OK OK
optional 1 ( )

include

PAM

/etc/pam.d/system-auth

45
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211 

211
211.1 (3,B)

211.2 (2,D)

211.3 (2,B)

sendmail, Postfix

Dovecot, Curier-IMAP, procmail

SMTP, POP3, IMAP4
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211(1)

MTA Message Transfer Agent

MDA Message Delivery Agent
Local MDA

remote MDA

MUA Message User Agent

MRA(Mail Retrieval Agent) MUA

MSA(Mail Submission Agent)MUA

MTA

MDA

Mail
Box

MUA local
MRA

remote

MTA Sendmail, Postfix, qmail

MDA Procmail,Dovecot, Curier-IMAP

MUA Thunderbird,  Sylpeed,
Outlook,  Becky!, Eudola
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211(2)

Postfix sendmail

Postfix /etc/postfix/main.cf master.cf

sendmail newaliases, /etc/aliases , ~/.forward 

postfix 

myhostname
( smtp.my.com )

mydomain (my.com)

myorigin @
(my.com)

inet_interfaces NIC (all)

mydestination
(my.com)

mynetworks
(my.com, xx.xx.255.255 )

postconf

to: who@my.com
= mydistination

Mail
Box

mynetworks

To: bar@other.net
From: who@my.com

@my.com

@other.net

@ fishy.net
DNS

MX  10  smtp.my.com

smtp.my.com

host.my.com

48
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MDA (Local)

MRA
MUA

211(3)

Procmail
SPAM

Dovecot POP3/IMAP4
/etc/dovecont.conf

SPAM

Mail
Box

POP3
IMAP4

:0 [ ] [: ]

[* ]

(/etc/procmailrc, ~/.procmailrc)
H ( )

B

c

!

<, >

! who@my.com

| prog

:0
* ^Subject:.*Info.*
$MAILDIR/infomail
:0
*  >  20000000
/dev/null

49

protocols = pop3  pop3s  imap imaps
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212 

212
212.1 (3,A)

212.2 FTP (2,A)

212.3 SSH (4,B)

212.4 TCP (1,D)

212.5 (3,D)

FTP (Anonymouse) iptables OpenSSH
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WebSMTP

212(1)iptables

iptables (
OS

TCP Wrapper 

NIC INPUT, OUTPUT, FORWARD

NIC

OS
INPUT OUTPUT

FORWARD

-L

-F

-P 

-A ( )

-p Icmp, tcp, udp

-d / -s / IP

---dport / --sport / I

-j 

ACCEPT

DROP

syslog
LOG

25

server1

80

iptables
iptables F 
iptables P INPUT  DROP
iptables P FORWARD   DROP
iptables A INPUT d 127.0.0.1 j ACCEPT
iptables A INPUT  -p icmp d IP j ACCEPT
iptalbes A INPUT p tcp d IP  --dport 25 j ACCEPT
iptables A INPUT p tcp d IP  --sport  80 J ACCEPT

51

INPUT 
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212(2)OpenSSH

SSH
(/etc/ssh/sshd_config)

Ver.1 (RSA), Ver.2(RSA,DSA) Ver.1

5986243

!?#$%&=
!?#$%&=

5986243

5986243

SSHD ( )

Port sshd (22)
Protocol SSH 1, 2 (2)
LoginGraceTime [ / ] (2m)
PermitRootLogin ssh root

(yes)
Password

Authentication (yes)
ChallengeResponse

Authentication
SSH1 (yes)

AllowUsers Linux ( )
X11Forwarding X11 (yes)

/etc/ssh/sshd_config

~/.ssh/id_xxx (xxx rsa, dsa (
~/.ssh ( )
~/.ssh/known_hosts

~/.ssh/authorized_keys .. 
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212(3)OpenSSH

SSH
SSH

SSH 

POP3
110

32,000 65535
( )

POP3:110

8110 SSH:22

MUA

MUA To:svc S

POP

Before

After

$ ssh -L  [ ]:[ ]:[ ]

MUA localhost

53

sshd TCP Wrapper 

/etc/hosts.allow
sshd: 

/etc/hosts.deny
sshd: (ALL)
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213 

213
213.1 (4,B)

213.2 (5,B)

213.3 (5,D)

213.4 (5,D)

LPIC
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213(1)

messages(t)

secure(t)

dmesg (HW ) dmesg

cron(t)

lastlog(b) lastlog

rpmpkgs(t)
yum.log(t)

wtmp(b) last

utmp(b) who, w

xferlog(t) FTP 

/var/log 

(t) (b)
HTTPD /var/log/httpd/access_log, error_log,  samba, squied

dmesg

55

/proc/kmsg

klogd

syslogd

/va/log/xxx

Ring Buffer

/etc/
syslog.conf

#   tail  -f   /var/log/messages
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213(2)

ldd( ), ldconfig

ltrace( ), strace

56

$ ldd /usr/sbin/sshd
linux-gate.so.1 =>  (0x00110000)
libwrap.so.0 => /lib/libwrap.so.0 (0x007fb000)
libpam.so.0 => /lib/libpam.so.0 (0x0038d000)

:
$ ldd /usr/sbin/rpc.mountd |  grep libwrap

libwrap.so.0 => /lib/libwrap.so.0 (0x00744000)

# /sbin/ldconfig -p
561 libs found in cache `/etc/ld.so.cache'

libz.so.1 (libc6) => /usr/lib/libz.so.1
libz.so (libc6) => /usr/lib/libz.so

:
# /sbin/ldconfig /lib   /usr/lib   /usr/local/lib
# /sbin/ldconfig -p
569 libs found in cache `/etc/ld.so.cache'

libz.so.1 (libc6) => /usr/lib/libz.so.1
libz.so (libc6) => /usr/lib/libz.so

:

TCP Wrapper 
libwrap

ldd ldconfig
$ ltrace date
__libc_start_main(0x8049610, 1, 0xbfad4604, 0x80508a0, 0x8050890
<unfinished ...>
setlocale = "C"
bindtextdomain("coreutils", "/usr/share/locale") = "/usr/share/locale"
textdomain coreutils = "coreutils"
__cxa_atexit(0x804bea0, 0, 0, 0x8054920, 0xbfad4568) = 0
getopt_long(1, 0xbfad4604, "d:f:I::r:Rs:u", 0x8054040, NULL) = -1
nl_langinfo(131180, 0xbfad4604, 0x8051a0d, 0x8054040, 0) = 0x8c23b9
clock_gettime(0, 0xbfad4548, 0x8527f1, 1, 0xbfad4604) = 0
localtime(0xbfad4444) = 0x8f4300
strftime = 4
fwrite = 1

$ strace date
execve("/bin/date", ["date"], [/* 25 vars */]) = 0
brk(0) = 0x941e000
access("/etc/ld.so.preload", R_OK) = -1 ENOENT (No such file or directory)
open("/etc/ld.so.cache", O_RDONLY) = 3
fstat64(3, {st_mode=S_IFREG|0644, st_size=43872, ...}) = 0
mmap2(NULL, 43872, PROT_READ, MAP_PRIVATE, 3, 0) = 0xb7f2a000
close(3) = 0

= 3

ltrace strace
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213(3)

/proc 
sysctl (vi )

/etc/login.defs, /etc/profile, /etc/profile.d, ~/.bashrc

57

/proc 

/proc/mdstat RAID

/proc/modules

/proc/mounts

/proc/swaps SWAP 

/proc/version uname -a 

/proc/sys/kernel/h
ostname

domainname

/proc/sys/kernel/
modprobe

modprobe

/proc/sys/net/ipv4
/ip_forward

(1) (0)

rdev

lsdev, lsusb, lspci

lsusb

meminfo SWAP 

lsof

strings

setserial

lsmod

205(2) 

205(3) 
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