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HTTPS

. CSR Certificate Signing Request
. CA
. Apache
— ssl.conf
e ssl.conf httpd.conf

 httpd.conf
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OpenVPN

SSL SSL VPN
GPL

OS
— Linux Windows BSD OS Solaris
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OpenVPN

— Windows

e OpenVPN

 OpenVPN NIC 1
— NIC
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tun/tap

. NIC tun/tap

—tun L3 tap L2
e tap eth

OpenVPN
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~CA NTP

« OpenVPN
— openvpn OpenVPN
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OpenVPN

1.

2.
CA
DH
TLS
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4, OpenVPN
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1. bridge-utils

2. RPMforge
— https://rpmrepo.org/RPMforge/Using

3. openvpn
— # yumi nstdl goenvpn
—1z02
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easy-rsa

1. make
— [etc/openvpn/easy-rsa

— # cd/usr/ shar g dod openvpn-*/ easy-rsal 2 0

—# nakeingddl DEST DO R= etd openvpr easy-
rsa

2.
— # cd /adopenvpn easy-rsd
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CA

/etc/openvpn/easy-rsa/vars

— expot KEY _COUNTRY="JP'

— expat KEY_PROM NCE="Tokyo"
— expot KEY_Ad TY="h yodaku"
— expot KEY_ORG="LH -Japan"

— expot KEY_ EMA Larnfo@p.a.jp
CA

— # source vars

— # ./clean-all

— # ./build-ca

CA

— # cp keys/ca.crt /etc/openvpn/
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— # ./build-key-server server

— [y/n] y 2
2.

o # cp keys/server.crt /etc/openvpn/
o # cp keys/server.key /etc/openvpn/
o # chmod 600 /etc/openvpn/server.key
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DH

1. DH
—# ./build-dh

2. DH
— # cp keys/dn1024.pem /etc/openvpn/
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openssl.cnf

— #| pkcsll section ]

— #engine_id = pkcsll

— #dynamic_path = /usr/lib/engines/engine_pkcsl11.so

— #MODULE_PATH = $ENV::PKCS11 MODULE_PATH
— #PIN = $ENV::PKCS11 PIN

— #init=0

— # ./build-key dummy
— # .Irevoke-full dummy

CRL
— # cp keys/crl.pem /etc/openvpn/
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o SSL/TLS
— HMAC

— --tls-auth
1.openvpn --genkey

— # openvpn --genkey --secret
/etc'?opeﬁvpn?ta.key
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— # cp /usr/share/doc/openvpn-2.0.9/sample-
scripts/bridge-st* /etc/openvpn/

— chmod +x /etc/openvpn/bridge-st*

2. bridge-start
—eth_ip="10.0.0.10"
— eth_netmask="255.0.0.0"
— eth_broadcast="10.255.255.255"
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OpenVPN

— cp /usr/share/doc/openvpn-2.0.9/sample-
config-files/server.conf /etc/openvpn/

(server.conf)
—TCP
—tap
— /etc/openvpn
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OpenVPN

/etc/openvpn/server.conf

#udp tcp
proto tcp
;proto udp

#dev tapO
dev tap0
;dev tun

#

# letc/openvpn/
ca ca.crt

cert server.crt

key server.key

#DH
dh dh1024.pem

#
;server 10.8.0.0 255.255.255.0

#
server-bridge 10.0.0.10 255.0.0.0 10.0.0.50 10.0.0.100

# 1 )
#/etc/openvpn/ccd
client-config-dir ccd

#

client-to-client

duplicate-cn

tls-auth ta.key O ; 0

# nobody
user nobody
group nobody

#

status /var/log/openvpn-status.log
log /var/log/openvpn.log
log-append /var/log/openvpn.log

#CRL
crl-verify crl.pem
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OpenVPN

1.
— # cd /etc/openvpn
— # .[bridge-start
2.
— # brctl show
e ethO tapO brO
— # Ifconfig
3. OpenVPN

— # service openvpn start
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OpenVPN

1. OpenVPN
2.
3.
4.
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OpenVPN

 OpenVPN GUI for Windows
— http://openvpn.se/

 Tunnelblick
— Mac OS X OpenVPN
— http://code.google.com/p/tunnelblick/
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1. CA

— # cd /etc/openvpn/easy-rsa
— # source vars

2. (clientl )

— # ./build-key-pass clientl
— 2

— [y/n] y 2
— keys clientl.crt clientl.key
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— "C:¥Program Files¥OpenVPN¥config"
e CA
— ca.crt

— ta.key

— clientl.crt
— clientl.key

32



pul « caCA

tisdient
dev tap

praotcpdiernt * cert
renoe 1194 ®

resd v-reryirfinte key
nob nd * tls-auth 1
perd $-key
persg-tun — 1
cacaat
cat dietl at °
key diertl key
ns-cert-type server OS N |C
tlsauthtakey 1

conp-l zo IP
verb 3
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* proto
— UDP TCP

* ns-cert-type server

'nsCertType=server”

— build-key-server
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VPN

1. Windows
Connect

2. View Log
3. PING
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