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HTTPS

. CSR Certificate Signing Request
. CA
. Apache
— ssl.conf
e ssl.conf httpd.conf

 httpd.conf




1. OpenSSL

2.
— # opensd nd5 * >rand dat

3.
— # opensd gerrsa-randrandda  -des3 1024 >
key. pem
— 2
* Apache




CSR

« CSR Certificate Signing Request CA

— CSR

. CSR
1 # opensd reqg new-key key. pem-ou cr. pem
2.
3. CSR csr.pem




CA

« CSR CA
— 2
— http://www.verisign.co.jp/server/trialserver/

e HTTPS CA

. CA
1.CA
2./etc/pki/tls/misc/CA CA

3 #/adpki/tld msd CA - newca
4.CA




1. CSR newreq.pem
[root/CA/

2. CA

— CA
— #/ec/pki/tl9 nsd CA -sgn
3. /root/CA/
newcert.pem




ssl.conf

e SSLCertificateFile

o SSLCertificateKeyFile




Apache

1. yum
— # yumi nstdl Htpdmod sd
 httpd: Apache
e mod_ssl: SSL
 distcache




— # opensd nd5 * >rand da

— # opensd gernrsa-rand rand dat -des3 1024 >

key. pem
. 2




CSR

1. CSR
— # opensd reg new —key key. pem-ou csr. pem

Country Nane (2l dter code) [GB]: JP

Saea Rovince Nane (ful nane) [ Berkshirg: Tokyo

Locdity Name (eg dty) [ Newbury]: Chi yodaku

QO gan zaion Nane (eg conpany) [ My Conpany Lid]: JA - Japan

QO gan zaiond Uit Nane (eg sedion) []( )

Comnon Narme (eg you nane a you server's hostmane) [[:wwwlp.or.jp
Enmail Address[]:ifo@p.or.jp

R ease erter thefdlon ng'exdrd atribues
to be sert with your certifi caterequest

A chdl enge password []:( )

An optiond conpany nane []:( )
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openssl.cnf

1. /etc/pki/tls/openssl.cnf

e #cd/adpki/tld
e # cp opensd.cnf opensd. at. bak
2.
— dir
e ..[..ICA

— basicConstraints
e CA:FALSE CA:true




CA

1. /etc/pki/tis/misc/CA

o #cd/adpki/tld msc
o #cp CA CA bak

— CATOP
e ../..ICca




CA

1. /root/CA
—# nkdr /roa/CA

2. [root/CA
—# cd/roa/CA

3.
—#/ddpk/tld nnsd CA - newca
— CA CA




CA

CA

Country Nane (2ldter code) [GB]: JP

Saea Rovince Nane (ful nare) [ Barkshirg: Tokyo

Locdity Nane (eg dty) [ Newbury]: Chi yodaku

Q gan zaion Nane (eg conpany) [ My Conpany Ltd: LP - Japan

Q gan zaiond Wit Name (eg seaion) []:( )

Comnon Nane (eg you nane a you server's hostrane) [J:calp.o.jp
Enmail Address[]:iffo@p.or.jp

Hease erter thefdl on ng' exdtrd dtribues

to be sert with your certifi caterequest

A chdlenge password []:( )

An optiond conpany nane []:( )

Usi ng confi guraionfrom/edpki/tld opensd. crf

Enter pass pirasefa /i vad./cakey. pem( CA )
Check tha therequest natchesthe s gnature

S gna ueok
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1. CSR /root/CA
— newred.pem

— #cp../cx.pemnew eg pem

_#/edpki/tld nisd CA -sign
_CA
— newecert.pem
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2. key.pem
— [etc/nttpd/conf/ssl.key/server.key
— /700 600
3. newcert.pem

— /etc/nttpd/conf/ssl.crt/server.crt




Apache

1. ssl.conf

— # M /ad htpd conf. dsd. conf
2.

— DocumentRoot "/var/www/html*
3.

— SSlL CertificateFile
[etc/httpd/conf/ssl.crt/server.crt

— SSL CertificateKeyFile
[etc/httpd/conf/ssl.key/server.key




1. Apache
— #savice httpd restat

2. Web CA
— [root/CA/cacert.pem
3. https:// /

— DNS /etc/hosts
4. SSL
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OpenVPN




OpenVPN

SSL SSL VPN
GPL

OS
— Linux Windows BSD OS Solaris
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OpenVPN VPN




OpenVPN

— Windows

e OpenVPN

 OpenVPN NIC 1
— NIC
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tun/tap

. NIC tun/tap

—tun L3 tap L2
e tap eth

OpenVPN
34



VMware Workstation

NAT

— OS Windows XP Professional

NIC 192.168.0.100/24

OS CentOS 5.3
NAT
ethO 10.0.0.10/8

NAT
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~CA NTP

« OpenVPN
— openvpn OpenVPN
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OpenVPN

— CA

— DH

— TLS

OpenVPN
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 bridge-utils

« RPMforge
— https://rpmrepo.org/RPMforge/Using

e openvpn
— # yumi nstdl goenvpn
—1z02
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easy-rsa

 make
— [etc/openvpn/easy-rsa

— # cd/usr/ shar g dod openvpn-*/ easy-rsal 2 0

—# nakeingddl DEST DO R= etd openvpr easy-
rsa

— # cd /adopenvpn easy-rsd
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CA

o /etc/openvpn/easy-rsa/vars
— expat KEY_COUNTRY="JP'
— expat KEY_PROM NCE="Tokyo"
— expot KEY_Ad TY="h yodaku"
— expot KEY_ORG="LH -Japan"
— expat KEY EMAI LA nfo@p.a.jp

— # source vars
— # ./clean-all
— # ./build-ca
e CA
— # cp keys/ca.crt /etc/openvpn/

40



— # ./build-key-server server

—[y/n] y 2

o # cp keys/server.crt /etc/openvpn/
o # cp keys/server.key /etc/openvpn/
o # chmod 600 /etc/openvpn/server.key
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DH

e DH
— # ./build-dh
e DH
— # cp keys/dn1024.pem /etc/openvpn/
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* openssl.cnf
— #[ pkcsll section |
— #engine_id = pkcsll
— #dynamic_path = /usr/lib/engines/engine_pkcsl11.so
— #MODULE_PATH = $ENV::PKCS11 MODULE_PATH
— #PIN = $ENV::PKCS11 PIN
— #init=0

— # ./build-key dummy
— # .Irevoke-full dummy

« CRL
— # cp keys/crl.pem /etc/openvpn/
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o SSL/TLS
— HMAC

— --tls-auth
e Oopenvpn --genkey

— # openvpn --genkey --secret
/etc'?opeﬁvpn?ta.key

44



— # cp /usr/share/doc/openvpn-2.0.9/sample-
scripts/bridge-st* /etc/openvpn/

— chmod +x /etc/openvpn/bridge-st*
* bridge-start

—eth_ip="10.0.0.10"

— eth_netmask="255.0.0.0"

— eth_broadcast="10.255.255.255"
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OpenVPN

— cp /usr/share/doc/openvpn-2.0.9/sample-
config-files/server.conf /etc/openvpn/

—TCP
—tap
— /etc/openvpn
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OpenVPN

#udp tcp
proto tcp
;proto udp

#dev tapO
dev tap0
;dev tun

#

# letc/openvpn/
ca ca.crt

cert server.crt

key server.key

#DH
dh dh1024.pem

#
;server 10.8.0.0 255.255.255.0

#
server-bridge 10.0.0.10 255.0.0.0 10.0.0.50 10.0.0.100

# (1 )
#/etc/openvpn/ccd
client-config-dir ccd

#

client-to-client

duplicate-cn

tls-auth ta.key O ; 0

# nobody
user nobody
group nobody

#

status /var/log/openvpn-status.log
log /var/log/openvpn.log
log-append /var/log/openvpn.log

#CRL
crl-verify crl.pem
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OpenVPN

— # cd /etc/openvpn
— # .[bridge-start

— # brctl show
e ethO tapO brO

— # iIfconfig

e OpenVPN
— # service openvpn start
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OpenVPN

e OpenVPN
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OpenVPN

 OpenVPN GUI for Windows
— http://openvpn.se/

 Tunnelblick
— Mac OS X OpenVPN
— http://code.google.com/p/tunnelblick/

50



e CA
— # cd /etc/openvpn/easy-rsa
— # source vars
. (clientl )
— # ./build-key-pass clientl
— 2
— [y/n] y 2
— keys clientl.crt clientl.key
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— "C:¥Program Files¥OpenVPN¥config"
CA

— ca.crt

— ta.key

— clientl.crt
— clientl.key
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pul

tisdient

dev tap
praotcpdiernt
rente

resd v-reryirfinte
nok nd

pers g-key

perd 4-tun
cacaat

cat dietl at
key diertl key
ns-cert-type server
tlsauthtakey 1
conp-l zo

verb 3

1194

« caCA
o cert

o key

e tls-auth
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* proto
— UDP TCP

* ns-cert-type server

'nsCertType=server”

— build-key-server
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VPN

e WIindows
Connect

. View Log
. PING
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