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e \Windows Network

Begi.net



PDC BDC

 PDC(Primary Domain Controller)

-1 1
« BDC(Backup Domain Controller)
— PDC
— PDC
« PDC
-1
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Samba OpenLDAP

e Samba
PDC
. PDC BDC
OpenLDAP
— LDAPV3 LDAP
— Samba
— LDAP
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Samba OpenLDAP

oS

CnetOS 4.5
AP
bdc.begi.net
PDC % 192.168.0.15/24

i3 %gz
Windows Windows
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O igies010024 Begi.net

pdc.begi.net
192.168.0.10/24




Samba

RPM

— samba-common Samba

— samba Samba

— samba-client Samba

— Ssamba-swat  Samba SWAT

yum

— #yum install samba-common samba samba-client
samba-swat

: Begi.net



SWAT

e SWAT SambaWeb Admin Tool Web
Samba

1. /etc/xinetd.d./swat
— disable=no # chkconfig swat on
— only_from

2. Xinetd
—  #sarvice xinetd start(restart)

3. Web SWAT
—  http://server _address.901/
—  http://
— root
— dos charset = CP932

Limux
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Samba Web Adminstration Toaol

E & .|..| % harpe 1192, 1680, 100901 gloinals

o -_:e 0+ Coogie

Current View Iz ) Basic (5 Advanced
Change View To: [Saaic ) [(Advances )

[ Commn Changes | | e waius

Base Oplions
Help  dos chanest CPRil et Dl
Help  unix charsel LITF-8 G Doefaaht Y
Help  display chasser LOCALE ¥ Ser Diefait
Help  woekgroup BECIRET St DieParait
realm | sat Dt |

! b—_
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Windows

o Sambat+OpenLDAP
1. OpenLDAP
2. Samba

3. smbldap-tools
4

e BDC
1. OpenLDAP
2. Samba

PDC

Windows
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DA
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DA

> W N
|

DA

OpenLDAP

v U U U
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LDAP

DN:Distinguished Name

DC:Domain Component

OU:Organizational Unit

CN:Common Name
objectClass

— LDAP

Limux
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LDAP

1. authconfig

2.
LDAP
LDAP

LDAP
. 127.0.0.1+
. DN dc=begi,dc=net

e X Window

nux
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LDAP

1. /etc/nsswitch.conf
passwd: files|dap
shadow: files|dap
group: files|dap

2. [etc/pam.d/system-auth
auth sufficient pam_Idap.so use first pass
account [default=bad success=ok user unknown=ignore] pam |dap.so
password sufficient pam_|dap.so use authtok
session optional pam _Idap.so

3. LDAP /etc/Idap.conf
host 127.0.0.1
base dc=begi,dc=net

Limux
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LDAP

— openldap-servers
— openldap-clients
1. yum
— #yum install openldap-servers openldap-clients

. /

— - openldap-servers
— — openldap-clients

Limux
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LDAP

1.
— /etc/openldap/schema
— # cp/usr/share/doc/samba-x.y.z/L DA P/samba.schema
/etc/openldap/schemal
2. LDAP
— MD5
— #dappasswd -h { MD5} -sldapadmin

“|dapadmin”

Limux
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/etc/openl dap/slapd.conf

slapd.conf

1.
Include /etc/openl dap/schemal/samba.schema

suffix "dc=begi,dc=net"
rootdn "cn=Manager,dc=begi,dc=net"

rootpw { MD5} TmZ9gZ01/Z0/29b0OPBYyMr4A=

e dlappasswd

Limux
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LDAP

1. OpenLDAP
— #service ldap start

2. LDAP
—  #netstat -l

— # chkconfig Idap on

20
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Samba

Samba LDAP
1. Samba

2

3. smbldap-tools
—  Pel

21

PDC
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smb.conf

1. /etc/samba/smb.conf
workgroup = BEGINET
passdb backend = Idapsam:|dap://local host
admin users = Administrator
domain logons = yes
domain master = yes
|dap admin dn = cn=Manager,dc=begi,dc=net
|dap group suffix = ou=Groups
|dap machine suffix = ou=Computers
|dap passwd sync = yes
|dap suffix = dc=begi,dc=net
|dap user suffix = ou=Users

Limux
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e workgroup

passdb backend
— Samba
— Smbpasswd tdbsam Idapsam 3

admin users
— Samba

domain logons

domaln master

Limux
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 |dap admindn

— LDAP DN
o |dap suffix

— LDAP

 |dap machine suffix/lIdap user suffix/Idap group
suffix

— OuU
 |dap passwd sync
— Samba UNIX

LI
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SWAT LDAP

m E E .ir F\um.l.rnz 1680, 100501/ globals @ ™0 coogie
Help mﬂ:hrtu Cres 199 {(5ex oot}
Help  wirict locking [ ¥es 1) ('5en Dertaun )
Help  shar modes v 18 (5 Dt}
Ldup Ontions
Help  Map admin dn T R T— et ettt )
Help  Mdap delese da (o B89 (5o Ctauit )
Help  Mdap filker il =B} (et Defactt |
Help  Map group seffis u= G et Dafaatt
Help  Map ke wifh S Btunit}
Help  kdap machiee suffix 0= oo puler  Ger Doefair |
Help  idap passwid sync [ e 58 (ot Dataatt
Heln  Map replication skeep 1005 | [ Ser Defaun
Help  Mdap suffix | dC=gLaC=ner st Doearait |
Help  Mdapssl [ rm E] et Dt
Help  Mdap dmeout 15 [ e Defaun)
Help  bdap wser suffly u=Beogie £ et Ciefain |
Miscellaneous Options
Help  add shane command
Help  champe share command
Help  deless share command
T
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LDAP

« Samba OpenLDAP

e dapd.conf rootpw
— rootpw |dapadmin —

. smb.conf |dap admin
dn
— ldap admindn cn=Manager,dc=begi,dc=net
1. smbpasswd -W
— # smbpasswd -w |dapadmin
— /etc/samba/secrets.tdb

Limux
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OpenL DAP

slapd.conf
rootdn "cn=Manager,dc=begi,dc=net"
rootpw { MD5} TmZgZ01/Z0/29bOPByMr4A==

slappasswd -h { MD5} -sldapadmin

smb.conf
|dap admin dn = cn=Manager,dc=begi,dc=net
smbpasswd -w |dapadmin
/etc/samba/secrets.tdb

Samba
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smbldap-tools

e Peal Samba+LDAP
— Samba+LDAP

e Pl

. LDAP

nux
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Per]|

e smbldap-tools
— Net::SSLeay
— XML::NamespaceSupport
— XML::SAX
— 10::Socket::SSL
— Authen::SASL
— Convert::ASN1
— Net::LDAP(perl-ldap)
* tar.gz
e CPAN

Limux
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CPAN

1. #cpan

- [Asia]-[Japan]

cpan> install Bundle::CPAN ~

cpan> exit

# cpan

cpan> install Net::SSL eay

cpan> install XML ::NamespaceSupport
cpan> install XML::SAX

cpan> install XML ::SAX::Writer
cpan> install Net::LibIDN ~ 10::Socket::SSL
cpan> install 10::Socket::SSL

cpan> install Authen::SASL

cpan> install Convert::ASN1

cpan> install Net::LDAP

© 0N UMD

el R S T
A e =

Limux
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CPAN

« CPAN

1
2
3
4. # make test
5
6

. # cd /root/.cpan/build/10-Socket-SSL-?77
. #perl MakefilePL '

. #make
. # makeinstall

ML
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LL+]

N o ok 0D

smbldap-tools

# cd /usr/share/doc/samba-x.y.z/L DA P/smbldap-tool s/
# cp *.p?/usr/local/sbin/

# chmod 755 /usr/local/sbin/smbldap-* .pl

# chmod 600 /usr/local/sbin/smbldap *.pm

# cd mkntpwd

# make

# cp mkntpwd /usr/local/sbin/

33 Begi.net



smbldap-tools

1. smbldap-useradd.pl

— if (definded $valprofilepath) {

+ if (definded $valprofilepath & & definded $valprofilepath ne ") {
2. smbldap-usermod.pl

— push(@maods, 'sambaProfilePath’ => $tmp);

It ($tmp eq ™) {
push(@mods, 'sambaProfilePath’ => []);
} else{
push(@maods, 'sambaProfilePath' => $tmp);

+ + + + +

irue
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SID

SID(Security Identifier

* Windows
- S?7?27?
— SID

o /etc/sambal/secrets.tdb

. SID
— # net getlocalsid

. SID
— #net setlocalssd SD

. SID
— #net rpc getsid [domain]

Limux
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smbldap-tools

1. /usr/local/sbin/smbldap conf.pm
$SID ='S2-?-? —#net getlocalsid
$suffix = "dc=begi,dc=net";
$usersou = g(Users);
$computersou = g(Computers);
$groupsou = g(Groups);
$hash_encrypt = "MD5";
$binddn = "cn=Manager,$suffix";
$bindpasswd = " ldapadmin”;
$ userLoginShell = g(/bin/bash);
$ userHomePrefix = g(/home); ~ /
$ userSmbHome = g(3¥AAPD C¥¥homes);
$ userProfile = q(¥¥AAPD C¥¥profiles¥¥);

i $_USErHomeDrive = q(X:);
@ e 3 Begi.net



e Sambha PDC
LDAP

> w D

Windows
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# smbl dap-popul ate.pl
fvar/lib/Idap/

# smbl dap-passwd.pl administrator
. domainadmin
smb.conf admin users

Windows

* Begi.net



LL+]

— # smbldap-useradd.pl -a-m username

— # smbldap-passwd.pl username

— # smbldap-usreadd.pl -w computer _name

— # smbldap-usermod.pl options username

— # smbldap-userdel .pl username

ssional 39

Begi.net



1. beginet
—  #smbldap-useradd.pl -a-m beginet
—  # smbldap-passwd.pl beginet

. beginet

2. winxp

—  #smbldap-useradd.pl -w winxp
3.

—  # getent passwd

—  # smbldap-usershow.pl beginet

—  # smbldap-usershow.pl winxp$ $
4. Samba

—  # service smb start

Limux
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1. Windows

1.
2. - o
3. |
winxp
4, beginet
5.
6. Administrator/domainadmin
7. Windows

Limux
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— smbldap-useradd.pl
—  ¥¥SERVER¥profiles¥username

— profiles
1. # mkdir /nome/profiles
2. #chmod 777 /home/profiles

3. SWAT /home/profiles profiles
. (read only = no

Limux
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BDC

PDC BDC
1. BDC LDAP authconfig
2. BDC PDC OpenLDAP Samba
3. BDC
4. OpenLDAP
— PDC LDAP B

5 Samba BDC

— OpenLDAP

ML
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Samba OpenLDAP

Windows Windows
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BDC LDAP

1. PDC Samba OpenLDAP

— PDC # servive smb stop
— PDC # service [dap stop
2. PDC LDAP
— PDC#cd /var/lib
— PDC#tar cvf /root/ldap data.tar Idap

3. ldap datatar PDC  BDC
— BDC#scp root@192.168.0.10:/root/Idap_data.tar /root

4. LDAP
— BDC#tar xvf |dap datatar
— BDC#rm-rf /var/lib/ldap/*
— BDC#cp-p /root/ldap/* /var/lib/ldap/

Linux
(D) Fivons 5 Begi:net



LDAP PDC

/etc/openldap/slapd.conf
replogfile /var/lib/ldap/openl dap-master-replog
replica host=192.168.0.15
binddn="cn=M anager,dc=begi,dc=net"
bindmethod=simple credential s=ldapadmin

192.168.0.15

. binddn
— DN
— |dapadmin

Limux
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LDAP BDC

o /etc/openldap/dapd.conf
Include /etc/openl dap/schemal/samba.schema
suffix "dc=begi,dc=net"
rootdn "cn=Manager,dc=begi,dc=net"
rootpw { MD5} TmZgZ01/Z0/2900PByMr4A==
updatedn "cn=Manager,dc=begi,dc=net"
updateref |dap://192.168.0.10

e Uupdatedn rootdn binddn

e updateref

Limux
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LDAP

1. PDC BDC OpenLDAP
— #service ldap start

2. PDC
— PDC # smbldap-useradd.pl -a-m reptest
— PDC # smbldap-passwd.pl reptest
— PDC #id reptest

3. BDC
— BDC #id reptest

=3 Begi.net



BDC smb.conf

. PDC
workgroup = BEGINET

passdb backend = |dapsam:|dap://localhost
admin users = Administrator

domain logons = yes

domain master =no

|dap suffix = dc=begi,dc=net

|dap machine suffix = ou=Computers

|dap user suffix = ou=Users

|dap group suffix = ou=Groups

|dap admin dn = cn=Manager,dc=begi,dc=net

Limux
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G

D.

nsktitu

SID

BDC PDC SID
BDC

PDC Samba

— PDC # service smb start

BDC PDC SID

— BDC # net rpc getsid

BDC /etc/sambal/secrets.tdb
— BDC # rm /etc/samba/secrets.tdb

BDC SID
— BDC # net setlocalssd SD — net

BDC Samba LDAP

Linux s 7 SMbpasswd -w [dapadmin ¢

ta

SID

Begi.net



N

BDC

Windows

PDC BDC
Windows
— PDC
PDC
Windows

— BDC
— PDC

56

Begi.net



Foo-hl U TiEE

I E MEA ETAY AgLTH
- = El > EE E‘

5 CE T DEE | E2ITFATEET ~
+ 8 TP M- ) EERO T B~ — BT L
= O o= WL BN, A - —ADAr =T 0T
+ 0 WA - e R T 0 AR — At b FER
+ L0 2 -V S5 ehepmain g (00— R WY 14 H
A ARECLE - ERID A a2 I b0 —SiF T &L RS (CIRETE. fiEnA ¥ st 18k 0

(L0 e = -

i SR A AT - FIWILELESDEhTE Bt
8 A %Eﬂﬁﬂuﬂm 17—+ h-FREEETS FEW
HERID A workstation OSRERZEA s TrHD —SOREE LB TS P
BRI CireAlts Del LA pusc
E]EE R T e ) et e L 2 =490
EFEE 1T EREOD TR R TG RS ESC AT L s LA S =5h
E]EE 0= 2ATL AT R P A EERE TS =ah
E',.']ETII-"J—JL- [S]ouy gk bk e Sy et Lk
| I =R FETOFES T3, 209E =00 —ETORARHT T3 L
Zab=0 EE ATy SERDEEELTUE LDAP 554 F b 239123
Fab =0 ER T RO - FROEET LAN T3 =10 v 1D L - 20
Sob Tt 1T 5 SYERIEEL S 2 - - RN D A IS =

E3ehD-8 tF1)T ¢ U1 RPC E#Z0H—)1— A=20 NTLM 55P bt 81Ty il

B 2o b2-8 1T UE2T RPC EEDO5 Toel -0 NTLM 55P Bditoieas 7601 @bl L

)2 ob7—8 BT LAN Manager E2E ()1 L = NTLM T3
B2 ek0-0 PAEY ED SID S ERORREITTE .
F2eb—0 POES BETPIEATELHE COMGFADFSE &

Professional 57 Begl; “ et



I TR PUESL &

FrIEN  MRPER JEO0 AT
- - B > 5‘ E ﬁ‘
Ep TEUTOETE | o2l T 4DEHTE -
5 08 Tk - =4
= 2@ 0=Hhl wEe— ;e F 1
v [ A — AET0SA Y FAY Qv ko-SFEMIEAGORSCENT S, . 7 X TR
£ O 2~ -myipn 3 e - 148
Dt %e 4750 0=k %2l F4isE 0 DI
+ (20 b =)= ¢ AL . _
5 (2 3 M PR A — éﬂ #ﬁiﬁi;ﬁ”" ook O —SEIE T b R TS, WED ;%L:nm
+ B 0=-hl TA =5 DO P i
FEN
O s 1 Lt :?ﬂ
i | Oy ;:ﬂ
i
L EE
FIT -
2 3 - - =;ih
Lok J[ ®edue || 284 =41
™ Ty Bl
FaHI-0 10T 62T RPC E5005 ok A—20 NTLM 55P -Dttoias 5a),  BedL
27— BT LAN Manager E2IE ()1 Ll & NTLM TS
B2 xb0-0 PAEY ERaD 5D S ERORRE T i
E2sb0-h POEL BATTOEATELHE COMGFADFSE ™
£ B E >

" Linux
Professional
Institute

58

Begi.net



